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TERMS AND DEFINITIONS 

American Association of Motor Vehicle Administrators 

AAMVA 

enhanced driver license  

EDL 

[Source: 2020 AAMVA DL/ID Card Design Standard, 3.11] 

Issuing Authority  

entity legally entitled to issue driver's licenses and identification cards within a jurisdiction 

Note 1 to entry: The term “Issuing Authority” is used in this document to align with the term’s use in ISO/IEC 18013-

5.  The terms “Issuing Authority” and “Issuing Jurisdiction” are used interchangeably in other AAMVA documents. 

mobile driver’s license  

mDL 

driver’s license or identification card that resides on a mobile device or requires a mobile device as part of the pro-

cess to gain access to the related information  

Note to entry: Adapted from ISO/IEC 18013-5 

mDL app 

software running on an mDL holder’s device; within the context of this document this includes a standalone app as 

well as a wallet type app 

mdoc 

document or application that resides on a mobile device or requires a mobile device as part of the process to gain 

access to the document or application 

[Source: ISO/IEC 18013-5:2021, 3.2] 

mobile security object 

MSO 

structured data set that enables an mDL verifier to authenticate (for both accuracy and origin) other mDL data ele-

ments received during an mDL transaction 

provisioning  

initial loading of mDL information into an mDL app 
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1 INTRODUCTION 

The AAMVA Joint Mobile Driver’s License (mDL) Working Group (WG) has been active around mobile identi-

fication since 2012.  As the mDL evolves, the mDL WG continues to identify and address topics on which guid-

ance to Issuing Authorities can be helpful.  This document represents the bulk of the current guidance, and 

points to additional resources as needed. 

The goal of this document is to inform and equip Issuing Authorities, and to some extent mDL verifiers, to 

achieve the following: 

• Technical interoperability between different Issuing Authorities’ mDL programs, i.e., an Issuing Au-

thority being able to read an mDL issued by any other Issuing Authority. 

• Trust in different Issuing Authorities’ mDLs. 

• Privacy preserving implementations. 

It is up to Issuing Authorities to determine the extent to which the guidance in this document is followed.  

Nevertheless, the minimum measures deemed necessary to achieve the above are labeled as mandatory re-

quirements in this document (i.e. “shall” or “must”).  A summary of minimum measures can be found in Ap-

pendix B. 

The following topics are outside the scope of this document: 

1. The identity establishment, management and recordkeeping that precedes the creation of an identity 

credential. 

2. Responsibilities of mDL verifiers. 

This document leverages and expands on ISO/IEC 18013-51 (also available as INCITS/ISO/IEC 18013-5), an 

international mDL standard.  Although ISO/IEC 18013-5 specifies an mDL solution, it was intentionally de-

signed to support any type of mobile identity credential.  ISO/IEC 18013-5, as qualified in this document, will 

therefore enable Issuing Authorities to issue both mobile driver’s licenses2 and mobile identification cards.  

The term “mDL” as used in this document covers both credential types.  Qualifications made in this document 

also allow for identifying an mDL as being REAL ID compliant or not, and/or as a credential issued under the 

Enhanced Driver’s License program (“EDL”; see the AAMVA DL/ID Card Design Standard). 

Additional guidance on mDL administration in the areas of legislation and procurement can be found in two 

other documents produced by the mDL Working Group.  Those are the mDL Model Legislation, and the mDL 

Procurement Guidance (see the jurisdictional member area on the AAMVA website).  AAMVA also conducts 

regular outreach to stakeholders on the topic of mDL, including town hall meetings, podcasts, and training. 

It should be noted that mDL and related technologies are ever evolving.  As a result, this document will con-

tinue to be updated to synchronize its content with the latest standards and practices.  For this reason, read-

ers of this document are encouraged to periodically check the AAMVA website for new versions. 

 

1 In this document, “ISO/IEC 18013-5” refers to “ISO/IEC 18013-5:2001”. 

2 The term “driver’s licenses” as used here includes documents used to convey driving privileges that have been 

applied for but not conformed yet, e.g. permits, learner licenses, graduated licenses. 

https://www.aamva.org/DL-ID-Card-Design-Standard/
https://www.aamva.org/mDL-Resources/
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2 MDL SOLUTION OVERVIEW 

An mDL can be described as leveraging a mobile device to transfer (or cause to be transferred) driver’s li-

cense information to an mDL verifier, who cryptographically authenticates the information using the Issuing 

Authority’s public key.  A visual rendering of a DL on a mobile device’s display (and which can be misused as a 

“flash pass”) therefore does not qualify as an mDL (also see section 8). 

An mDL solution can be described in terms of the following three properties: 

1. Data retrieval method.  The device retrieval method (sometimes referred to as the offline model) 

works without outside connectivity (for both the mDL holder’s device and the mDL reader) at the 

time the transaction takes place, thus requiring the mDL data to reside on the mDL holder’s device.  

Under the server retrieval method (sometimes referred to as the online model, and not to be con-

fused with use of an mDL in an unattended transaction setting such as over the Internet) mDL data is 

retrieved in real time directly from the Issuing Authority.  ISO/IEC 18013-5 requires an mDL to sup-

port device retrieval, and allows a device to additionally support server retrieval. 

2. Transaction type.  An attended transaction is one where the mDL holder and the mDL verifier are 

in close proximity to each other.  The engagement mechanisms currently reflected in ISO/IEC 18013-

5 (QR code, NFC) were selected to support such close proximity.  An unattended transaction is one 

where the mDL holder and the mDL verifier are not in close proximity, e.g. when an mDL holder 

wants to provide identity or proof of age to an online retailer.  ISO/IEC 18013-5 does not currently 

support unattended transactions.  However, work is ongoing to standardize a solution. 

3. Timing of (and responsibility for) matching.  This property is about the responsibility for confirm-

ing, at transaction time, that the person presenting the mDL data is the person described by the mDL 

data.  In a post-matched transaction, the link between the mDL Presenter and the mDL data is made 

after the mDL data is shared and is performed by the mDL verifier.  This happens by comparing the 

portrait image in the mDL with the person presenting the mDL.  ISO/IEC 18013-5 supports post-

matched transactions.  In a pre-matched transaction, the link between the mDL Presenter and the 

mDL is made right before the mDL data is shared.  Although the Issuing Authority should not be in-

volved in real time, the Issuing Authority does take responsibility for certifying the link.  The mDL 

verifier receives only the confirmation that the person presenting the mDL data is the person de-

scribed by the shared mDL data.  ISO/IEC 18013-5 does not currently support pre-matched transac-

tions.  However, work is ongoing to standardize a solution (and notably one that does not involve the 

Issuing Authority at transaction time). 

With this as background, Figure 1 provides a high-level overview of the mDL ecosystem described in ISO/IEC 

18013-5. 
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Figure 1: High level mDL ecosystem 

Three interactions are involved: 

1. Interaction between the Issuing Authority and the mDL.  This interaction results in getting every-

thing onto an mDL holder’s device that is needed to use the mDL.  There is also subsequent interac-

tion between the Issuing Authority and the mDL to keep the mDL information updated.  Technical 

components of this interaction will be standardized in the ISO/IEC 23220 series3. 

2. Interaction between the mDL and the mDL reader infrastructure of the mDL verifier.  This interaction 

comprises the transfer of technical information to set up a secure communication channel between 

the two parties, and the subsequent exchange of the driver’s license information (or of a point from 

where it can be retrieved) that the mDL holder agreed to share.   ISO/IEC 18013-5 fully standardizes 

an interface describing this interaction. 

3. Interaction between the mDL reader infrastructure and the Issuing Authority.  This interaction can 

be used for different purposes, depending on the data retrieval method involved: 

a. Device retrieval method: The interaction is used by the mDL verifier to obtain the public 

keys needed to authenticate mDL information.  Such interaction can also involve an interme-

 

3 The ISO/IEC 23220 series of standards is not yet sufficiently stable for use by Issuing Authorities.  This inter-

face does however not affect interoperability between Issuing Authorities.  This allows Issuing Authorities to 

devise their own solutions and/or to engage individually with vendors for the time being.  Once available, these 

standards are expected to provide additional quality, cost, functionality, and privacy benefits. 

Issuing Authority

mDL

mDL Verifier

1

2

3

mDL Holder

mDL Reader & 
infrastructure

ISO/IEC 18013-5
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diary entity that aggregates and disseminates certificates.  (In North America, AAMVA’s Digi-

tal Trust Service performs this function – see section 5.)  Regardless, the mDL verifier must 

trust that the certificate truly comes from a valid Issuing Authority.  This interaction does 

not need to occur at the time of an mDL transaction.  ISO/IEC 18013-5 fully standardizes a 

method supporting this interaction. 

b. Server retrieval method: The interaction is used by the mDL verifier for two purposes: 

i. As in the case for the device retrieval method, to obtain the public key of the Issuing 

Authority. 

ii. To pass to the Issuing Authority, in real time, a token that identifies the mDL holder 

and the mDL, and to receive the actual mDL information back from the Issuing Au-

thority.  ISO/IEC 18013-5 fully standardizes an interface describing this interaction. 

Note that ISO/IEC 18013-5 specifies system interfaces and a certificate exchange method, and on purpose 

does not address the user interface (e.g. the look, feel and functionality of an mDL app residing on an mDL 

holder’s device).  It is left up to Issuing Authorities (and their implementers) to innovate in this area. 

3 ISO/IEC 18013-5 QUALIFICATIONS 

3.1 INTRODUCTION 

Issuing authorities electing to follow the guidance in this document must adhere to ISO/IEC 18013-5, includ-

ing as qualified in this document. 

3.2 AAMVA MDL DATA ELEMENT SET 

This section specifies changes and additions to the ISO/IEC 18013-5 data element set to accommodate the 

unique needs of the AAMVA community4.  All the data elements (mandatory and optional) in the ISO/IEC 

18013-5 data element set, together with the changes and additions specified in this document, comprise the 

AAMVA mDL data element set. 

The specific changes to ISO/IEC 18013-5 follow. 

Replace the 1st sentence of clause 7.2.1: 

The mDL data elements shall be as defined in Table 5 belong to namespace “org.iso.18013.5.1”, see  

7.1. 

with the following:  

The mDL data elements shall be as defined in Table 5.  Data elements belong to the namespaces indi-

cated. 

 

4 mDL reader devices developed for use within the AAMVA community support ISO/IEC 18013-5 as published, 

as well as the modifications specified in this document. 
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In Table 5, apply the following amendments5: 

Identifier Prop-
erty to 
amend 

Old value New value 

family_name Defini-
tion 

Last name, surname, or 
primary identifier, of the 
mDL holder. 

The value shall only use 
latin1b characters and 
shall have a maximum 
length of 150 characters. 

Family name (commonly called surname or last 
name), or primary identifier, of the individual that 
has been issued the driver license or identification 
document.  If the individual’s name is not divided 
into family name and given name(s), that name 
shall be deemed the family name or primary identi-
fier. 

The value shall only use latin1b characters and shall 
have a maximum length of 150 characters. 

given_name Defini-
tion 

First name(s), other 
name(s), or secondary 
identifier, of the mDL 
holder. 

The value shall only use 
latin1b characters and 
shall have a maximum 
length of 150 characters. 

Given name or names (includes all of what are com-
monly referred to as first and middle names), or 
secondary identifier, of the individual that has been 
issued the driver license or identification docu-
ment. 

The value shall only use latin1b characters and shall 
have a maximum length of 150 characters. 

height Pres-
ence 

O M 

eye_colour Pres-
ence 

O M 

resident_ad-
dress 

Pres-
ence 

O M 

resident_ad-
dress 

Defini-
tion 

The place where the 
mDL holder resides 
and/or may be con-
tacted (street/house 
number, municipality 
etc.). 

The value shall only use 
latin1b characters and 
shall have a maximum 
length of 150 characters. 

The place where the mDL holder resides and/or 
may be contacted (street/house number, munici-
pality etc.). 

The value shall only use latin1b characters and shall 
have a maximum length of 150 characters. 

The resident_address shall be included in full, re-
gardless of the presence of any minimized address 
data elements (e.g. resident_city; resident_state; 
resident_postal_code; resident_country). 

Dayx for this change: Not applicable.  Dayy for this 
change: 2025-09-01. 

 

5 See section 3.7 for versioning concepts and definitions for dayx and dayy. 
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Identifier Prop-
erty to 
amend 

Old value New value 

age_in_years Pres-
ence 

O M 

age_over_NN Pres-
ence 

O M 

issuing_juris-
diction 

Pres-
ence 

O M 

Dayx for this change: Not applicable.  Dayy for this 
change: 2025-09-01. 

In Table 5, add a new column titled “Namespace”.  For the data elements present in ISO/IEC 18013-5, enter 

“org.iso.18013.5.1” for each data element. 

Append the following to Table 5: 

Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” domestic_ 

driving_privileges 

Domestic 

categories 

of vehi-

cles/ re-

strictions/ 

conditions 

Vehicle types the license 

holder is authorized to 

operate.  See 7.2.4. 

 M See 

7.2.4 
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Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” name_suffix Name suf-

fix 

Name suffix of the indi-

vidual that has been is-

sued the credential.  Only 

the following values are 

allowed:  

• “JR” (Junior) 

• “SR” (Senior) 

• “1ST” or “I” (First) 

• “2ND” or “II” (Sec-

ond) 

• “3RD” or “III” (Third) 

• “4TH” or “IV” 

(Fourth) 

• “5TH” or “V” (Fifth) 

• “6TH" or “VI” (Sixth) 

• “7TH" or “VII” (Sev-

enth) 

• "8TH" or “VIII” 

(Eighth) 

• “9TH" or “IX” (Ninth) 

O tstr 

“org.iso.18013.5.1.aamva” organ_donor Organ do-

nor 

An indicator that denotes 

whether the credential 

holder is an organ donor.  

This field is either absent 

or has the following 

value: 

• 1: Donor 

O uint 



Mobile Driver’s License Implementation Guidelines, r1.3 AAMVA – Public Information 

 

  13 

Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” veteran Veteran An indicator that denotes 

whether the credential 

holder is a veteran.  This 

field is either absent or 

has the following value: 

• 1: Veteran 

O uint 

“org.iso.18013.5.1.aamva” family_name_ 

truncation 

Family 

name 

truncation 

A code that indicates 

whether the field has 

been truncated (“T”), has 

not been truncated (“N”), 

or unknown whether 

truncated (“U”).  No other 

values are defined for 

this field. 

M tstr 

“org.iso.18013.5.1.aamva” given_name_ 

truncation 

Given 

name 

truncation 

A code that indicates 

whether either the first 

name or the middle 

name(s) have been trun-

cated (“T”), has not been 

truncated (“N”), or un-

known whether trun-

cated (“U”).  No other val-

ues are defined for this 

field. 

M tstr 

“org.iso.18013.5.1.aamva” aka_family_ 

name.v2 

Alias / 

AKA fam-

ily name 

Other family name by 

which credential holder 

is known. 

The value shall only use 

latin1b characters and 

shall have a maximum 

length of 150 characters. 

 

O tstr 
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Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” aka_given_name.v2 Alias / 

AKA given 

name 

Other given name by 

which credential holder 

is known. 

The value shall only use 

latin1b characters and 

shall have a maximum 

length of 150 characters. 

O tstr 

“org.iso.18013.5.1.aamva” aka_suffix Alias / 

AKA Suffix 

name 

Other suffix by which 

credential holder is 

known. 

The same values as for 

Name suffix applies. 

O tstr 
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Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

org.iso.18013.5.1.aamva weight_range Weight 

range 

Indicates the approxi-

mate weight range of the 

credential holder: 

0 = up to 31 kg (up to 70 

lbs.) 

1 = 32 – 45 kg (71 – 100 

lbs.) 

2 = 46 - 59 kg (101 – 130 

lbs.) 

3 = 60 - 70 kg (131 – 160 

lbs.) 

4 = 71 - 86 kg (161 – 190 

lbs.) 

5 = 87 - 100 kg (191 – 

220 lbs.) 

6 = 101 - 113 kg (221 – 

250 lbs.) 

7 = 114 - 127 kg (251 – 

280 lbs.) 

8 = 128 – 145 kg (281 – 

320 lbs.) 

9 = 146+ kg (321+ lbs.) 

O uint 

“org.iso.18013.5.1.aamva” race_ethnicity Race / 

ethnicity 

Codes for race or ethnic-

ity of the credential 

holder, as defined in 

AAMVA D20. 

This identifier is being 

deprecated.  Dayx for this 

change: Not applicable.  

Dayy for this change: 

2025-09-01. 

O tstr 
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Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” sex Sex Credential holder’s sex, 

see 7.2.9 

M uint 

“org.iso.18013.5.1.aamva” first_name Customer 

first name 

First name of the creden-

tial holder. 

The value shall only use 

latin1b characters and 

shall have a maximum 

length of 150 characters. 

This is a new identifier.  

Dayx for this change: 

2025-09-01.  Dayy for 

this change: Not applica-

ble. 

O tstr 

“org.iso.18013.5.1.aamva” middle_names Customer 

middle 

name(s) 

Middle name(s) of the 

credential holder. 

The value shall only use 

latin1b characters and 

shall have a maximum 

length of 150 characters. 

This is a new identifier.  

Dayx for this change: 

2025-09-01.  Dayy for 

this change: Not applica-

ble. 

O tstr 
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Namespace Identifier Meaning Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” first_name_ 

truncation 

First 

name 

truncation 

A code that indicates 

whether the field has 

been truncated (“T”), has 

not been truncated (“N”), 

or unknown whether 

truncated (“U”).  No other 

values are defined for 

this field. 

This is a new identifier.  

Dayx for this change: 

2025-09-01.  Dayy for 

this change: Not applica-

ble. 

O tstr 

“org.iso.18013.5.1.aamva” middle_names_ 

truncation 

Middle 

names 

truncation 

A code that indicates 

whether either the first 

name or the middle 

name(s) have been trun-

cated (“T”), has not been 

truncated (“N”), or un-

known whether trun-

cated (“U”).  No other val-

ues are defined for this 

field. 

This is a new identifier.  

Dayx for this change: 

2025-09-01.  Dayy for 

this change: Not applica-

ble. 

O tstr 

NOTE 4      Issuing authorities that assign a separator function to a character (or characters) and include 

such a character in their document_number should be aware that this document does not define separators 

for this field, and that an mDL reader therefore will treat such characters as part of the document number.  

This may cause downstream comparisons between the document_number and the issuing authority’s rec-

ord to fail. 

 

For US Issuing Authorities, append the following (fields applicable only in the US) to Table 5: 
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Namespace Identifier Mean-

ing 

Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” EDL_credential EDL in-

dicator 

This field is either absent or has 

one of the following values  if the 

credential is an EDLc: 

1: Driver’s license 

2: Identification card 

O uint 

“org.iso.18013.5.1.aamva” DHS_compliance Compli-

ance 

type 

Field that indicates compliance 

with REAL ID.  Only the following 

values are allowed: 

“F” = fully compliant  

“N” = non-compliant 

If a state chooses not to partici-

pate in REAL ID, all its credentials 

are considered “N”. 

 

M tstr 

“org.iso.18013.5.1.aamva” resident_county Resi-

dent 

county 

The 3-digit county code of the 

county where the credential 

holder lives, as per the 2010 FIPS 

Codes for Counties and County 

Equivalent Entitiesd.   

This identifier is being depre-

cated.  Dayx for this change: Not 

applicable.  Dayy for this change: 

2025-12-01. 

O tstr 

“org.iso.18013.5.1.aamva” resident_ 

county.v2 

Resi-

dent 

county 

The 3-digit county code of the 

county where the credential 

holder lives, as per the 2020 FIPS 

Codes for Counties and County 

Equivalent Entitiesd.   

This is a new identifier.  Dayx for 

this change: 2025-09-01.  Dayy for 

this change: 2026-12-01. 

O tstr 
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Namespace Identifier Mean-

ing 

Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” hazmat_ 

endorsement_ 

expiration_date 

HAZ-

MAT 

en-

dorse-

ment 

expira-

tion 

date 

Date on which the hazardous ma-

terial endorsement granted by 

the document is no longer valid. 

O full-

date 

“org.iso.18013.5.1.aamva” CDL_indicator CDL in-

dicator 

FMCSA required field that de-

notes whether the credential is a 

“Commercial Driver’s License” or 

a “Commercial Learner’s Permit”.  

This field is either absent or has 

the following value: 

1: Commercial Driver’s License 

O uint 

“org.iso.18013.5.1.aamva” CDL_non_ 

domiciled 

CDL 

non-

domi-

ciled in-

dicator 

FMCSA required field that de-

notes if the CDL holder is domi-

ciled in the issuing jurisdiction or 

not.  The field must be present if 

the CDL_Indicator field is set to 

‘1’.  When present, the field has 

the following value: 

1: Non domiciled 

This is a new identifier.  Dayx for 

this change: 2025-09-01.  Dayy for 

this change: 2026-12-01. 

O  

c Under current REAL ID legislation an enhanced driver’s license (EDL) is a REAL ID compliant credential.  

Consequently, if the ‘EDL_credential’ element is present the ‘DHS_compliance’ element shall have a value of 

“F”. 

d Available at https://www.census.gov/library/reference/code-lists/ansi.html 

For US Issuing Authorities that elect to comply with DHS programs, append the following (fields applicable 

only in the US and that are relevant to DHS programs) to Table 5: 

https://www.census.gov/library/reference/code-lists/ansi.html
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Namespace Identifier Mean-

ing 

Definition Presence En-

cod-

ing 

for-

mat 

“org.iso.18013.5.1.aamva” DHS_ 

compliance_text 

Non-

REAL 

ID cre-

dential 

text 

Text, agreed on between the Issu-

ing Authority and DHS, appearing 

on credentials not meeting REAL 

ID requirements. 

For this new field, Dayx is 2023-

05-03, and Dayy is 2023-05-03. 

O tstr 

“org.iso.18013.5.1.aamva” DHS_temporary_ 

lawful_status 

Limited 

dura-

tion 

docu-

ment 

indica-

tor 

Field that denotes whether the 

credential holder has temporary 

lawful status.  This field is either 

absent or has the following value: 

1: Temporary lawful status 

O uint 

 

In Table 5, the field names map to field names in the AAMVA Card Design Standard (CDS) as follow: 

18013-5 AAMVA CDS 

Licence number Customer identifier / Customer ID number 

Administrative number Audit information 

Sex Cardholder sex 

Domestic categories of vehicles/ restrictions/ conditions Vehicle classifications / categories;  
Endorsements;  
Restrictions / conditions / information codes 

 

Replace the 1st paragraph after NOTE 2 in 7.2.1: 

An mDL may require mdoc reader authentication (see 9.1.4) before releasing data elements not 

marked as mandatory in Table 5. An mDL shall not require mdoc reader authentication as a precon-

dition for the release of any of the mandatory data elements. An mDL may offer functionality to the 

mDL holder to pre-authorize the release of mandatory data elements selected by the mDL holder to 

mDL readers using mdoc reader authentication. 
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with the following: 

An mDL may require mdoc reader authentication (see 9.1.4) before releasing data elements not in 

Table 5. An mDL shall not require mdoc reader authentication as a precondition for the release of any 

of the data elements in Table 5. An mDL may offer functionality to the mDL holder to pre-authorize 

the release of data elements selected by the mDL holder to mDL readers using mdoc reader authenti-

cation. 

 

Append the following to clause 7.2.4: 

The domestic categories of vehicles/restrictions/conditions contain information describing the driv-

ing privileges of the mDL holder.  

For data transfer the domestic categories of vehicles/restrictions/conditions shall have the following 

CDDL structure:  

DomesticDrivingPrivileges = [  

    * DomesticDrivingPrivilege 

]  

 

DomesticDrivingPrivilege = {  

     

    ? “domestic_vehicle_class” : DomesticVehicleClass 

    ? “domestic_vehicle_restrictions” : DomesticVehicleRestrictions 

    ? “domestic_vehicle_endorsements” : DomesticVehicleEndorsements 

                                               

} 

 

DomesticVehicleClass = { 

 

    “domestic_vehicle_class_code” : tstr   ; Vehicle category code as per  

                                           ; issuing authority rules  

    “domestic_vehicle_class_description” : tstr  

                                           ; Vehicle category description as 

                                           ; per issuing authority rules 

    ? “issue_date” : full-date             ; Date of issue encoded as  

                                           ; full-date per RFC 3339  

    ? “expiry_date” : full-date            ; Date of expiry encoded as  

                                           ; full-date per RFC 3339  

 

} 

 

DomesticVehicleRestrictions = [+ DomesticVehicleRestriction] 

 

DomesticVehicleRestriction = { 

 

    ? “domestic_vehicle_restriction_code” : tstr 

                                           ; Restriction code as per  

                                           ; issuing authority rules  

    “domestic_vehicle_restriction_description” : tstr  

                                           ; Vehicle restriction description as 

                                           ; per issuing authority rules 

} 

 

DomesticVehicleEndorsements = [+ DomesticVehicleEndorsement] 

 

DomesticVehicleEndorsement = { 
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    ? “domestic_vehicle_endorsement_code” : tstr 

                                           ; Endorsement code as per  

                                           ; issuing authority rules  

    “domestic_vehicle_endorsement_description” : tstr  

                                           ; Vehicle endorsement description as 

                                           ; per issuing authority rules 

 

} 

 

EXAMPLE Suppose the following driving privileges and limitations apply to a person: 

1. The person was issued a license for a class D vehicle (sedan < 12,000 lb.) on January 2nd 2021, expiring 

on January 1st 2023.  The person may drive this vehicle class only between sunup and sundown. 

2. The person also holds a motorcycle license (class M) with the same validity period as the credential.  

The license has two endorsements; One for a sidecar (code 4), and one for towing a motorcycle trailer 

(code 11). 

3. The person must wear glasses when driving. 

These privileges will logically be structured as follows: 

Vehicle 
class 
code 

Vehicle 
class de-
scription 

Issue 
date 

Expiry 
date 

Re-
striction 

code 

Restriction de-
scription 

Endorse-
ment 
code 

Endorse-
ment de-
scription 

D Sedan < 
12,000 lb. 

2/1/21 1/1/23  Valid only be-
tween sunup 
and sundown 

  

M Motorcycle     4 Sidecar 

11 Motorcycle 
trailer 

    EYE Eyeglasses   

The motorcycle license will be valid for the period defined by the  issue_date and expiry_date identifiers.  

The same applies to the eyeglasses restriction.  Should a state express the motorcycle privilege as an en-

dorsement to the Class D privilege rather than as a separate class, there would not have been a separate 

row for the M vehicle class code, and the appropriate endorsement would have been added to the Class D 

row. 

Issuing authorities are encouraged to follow the D206 values for the vehicle class code, restriction 

code and endorsement code fields when possible. 

EXAMPLE Jurisdictional practices around permits are diverse.  Permits can be recorded in the domestic 

mDL structure in different manners.  The following are examples. 

 

6 “D20 Traffic Records System Data Dictionary”, available on the AAMVA website (www.aamva.org). 
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Vehicle 
class 
code 

Vehicle 
class de-
scription 

Issue 
date 

Expiry 
date 

Re-
striction 

code 

Restriction de-
scription 

Endorse-
ment 
code 

Endorse-
ment de-
scription 

D-Per-
mit 

Sedan < 
12,000 lb. 

2/1/21 1/1/23  Valid only be-
tween sunup 
and sundown 

  

 

Vehicle 
class 
code 

Vehicle 
class de-
scription 

Issue 
date 

Expiry 
date 

Re-
striction 

code 

Restriction de-
scription 

Endorse-
ment 
code 

Endorse-
ment de-
scription 

D Sedan < 
12,000 lb. 

2/1/21 1/1/23 P Permit valid only 
between sunup 
and sundown 

  

 

Vehicle 
class 
code 

Vehicle 
class de-
scription 

Issue 
date 

Expiry 
date 

Re-
striction 

code 

Restriction de-
scription 

Endorse-
ment 
code 

Endorse-
ment de-
scription 

D Sedan < 
12,000 lb. 

2/1/21 1/1/23  Valid only be-
tween sunup 
and sundown 

P Permit 

 

Because issuing authorities must populate the standard ISO vehicle category codes in addition to 

populating the domestic information (rendered in the DomesticDrivingPrivileges structure), the 

following apply: 

1. Verifying entities shall treat the DomesticDrivingPrivileges as the primary source of 

driving privilege information. 

2. When mapping domestic vehicle privileges to the standard ISO vehicle category codes, if an 

exact match is not available, issuing authorities should find the closest ISO category that pro-

vides less privileges.  The same approach should be followed when mapping endorsements 

and restrictions: Find the closest ISO rendering that provides more strict restrictions, or 

more restrictive endorsements.  If a mapping is compiled by a vendor, the issuing authority 

must approve the mapping before use. 

3. When an mdoc receives a request only for DrivingPrivileges, the user interface should 

make it clear to the mDL holder that, due to the mapping, the information shared may con-

vey less privileges than would have been conveyed by the domestic codes. 
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4. When an mdoc receives a request for both DrivingPrivileges and DomesticDriving-

Privileges, the mdoc shall respond (given approval by the mDL holder) at least with the 

DomesticDrivingPrivileges. 

NOTE 3  Readers implementing  this document should ask for both DrivingPrivileges and 

DomesticDrivingPrivileges.  This is because the reader will not know if the mdoc supports Do-

mesticDrivingPrivileges (although in practice  it often will).  The intent of #4 above is to, in this 

case, share the domestic data the reader is looking for.  How the request is presented to the mDL 

holder, and how approval to share is administered, is left to implementers.  Nevertheless, a simple 

approach could be for a mdoc to ignore the request for DrivingPrivileges and to only ask for ap-

proval to share DomesticDrivingPrivileges (given that both were requested). 

NOTE 4 The DrivingPrivileges and DomesticDrivingPrivileges elements are mandatory ele-

ments, and consequently have to be included in the mDL equivalent of an ID card.  In this case the 

DrivingPrivileges and  DomesticDrivingPrivileges elements will be empty. 

 

Append the following to clause 7.2.5: 

The issuing authority shall identify age questions that are common in its jurisdiction, and shall in-

clude in an mDL an age_over_NN statement for each of these ages for the mDL holder.   

EXAMPLE 1 An issuing authority determines that mDL verifiers often need to determine if a person is at 

least 18 or 21, or older than 65.  The issuing authority decides to only include mandatory age_over_NN state-

ments in an mDL. 

For a 20-year-old person, the issuing authority is required to include the following age_over_NN statements in 

the mDL:  

age_over_18=True 

age_over_21=False 

age_over_65=False 

It is recommended that an issuing authority additionally includes in an mDL age_over_NN statements 

for all ages between and including agelow and agehigh, where a suitably high percentage (determined 

by the issuing authority) of the issuing authority’s mDL holders has an age within this range. 

EXAMPLE 2 An issuing authority determines that mDL verifiers often need to determine if a person is at 

least 18 or 21, or older than 65.  The issuing authority further determines that 95% of its mDL holders fall 

within the ages of 16 and 85, and that it wants to include age statements for all ages in this range. 

For a 25-year-old person, the issuing authority is required to include the following age_over_NN statements in 

the mDL:  

age_over_18=True 

age_over_21=True 

age_over_65=False 

The issuing authority also includes the following age_over_NN statements, per the recommendation: 

age_over_16=True 

age_over_17=True 
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age_over_19=True 

age_over_20=True 

age_over_22=True 

… 

age_over_25=True 

age_over_26=False 

… 

age_over_64=False 

age_over_66=False 

… 

age_over_85=False 

NOTE 4 It is possible that an age_over_nn statement is true in the mDL holder’s home jurisdiction, but not yet in 

the jurisdiction the holder may physically be at that time (e.g. in a jurisdiction further west).  To minimize possi-

ble liability on the Issuing Authority for use of such an age_over_nn statement by the mDL holder when it may 

not legally be true in the jurisdiction the holder is physically located, one approach may be for the Issuing Au-

thority to require the mDL holder to request the statement rather than to automatically provision it. 

 

Add a new clause 7.2.9: 

7.2.9 Sex 

An additional element for sex is defined in the “org.iso.18013.5.1.aamva” namespace.  In line with the 

AAMVA Card Design Specification, this element can have one of the following values: 

• 1: Male 

• 2: Female 

• 9: Not specified  

NOTE 1  The addition of org.iso.18013.5.1.aamva.sex is necessitated by the different meaning 

assigned to value 9 in the AAMVA Card Design Standard (i.e. “not specified”) compared to in 

org.iso.18013.5.1. sex (i.e. “not applicable”).  Although the meaning currently is arguably not too dif-

ferent, the difference in meaning could increase in future versions of the org.iso.18013.5.1.aamva 

namespace7. 

Since the AAMVA mDL data element set includes two data elements for sex, the following apply: 

1. Verifying entities shall treat org.iso.18013.5.1.aamva.sex as the primary source of 

sex information. 

2. If an mDL supports org.iso.18013.5.1.sex, the value of the element shall have the 

meaning closest to the meaning of the value chosen for org.iso.18013.5.1.aamva.sex. 

NOTE 2:  At publication time of this document, like values of the two ele-

ments map to each other (i.e. “1” for org.iso.18013.5.1.aamva.sex maps to “1” for 

 

7 In AAMVA systems, the value of 9 currently already means “Not specified or Non-binary gender”. 
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org.iso.18013.5.1.sex, “2” maps to “2”, and “9” maps to “9”.).  None of the values for 

org.iso.18013.5.1.aamva.sex map to “0” for org.iso.18013.5.1.sex. 

3. When an mdoc receives a request only for org.iso.18013.5.1.sex, if a value of 9 is 

stored, the user interface should make it clear to the mDL holder that the infor-

mation shared carries a different meaning compared to org.iso.18013.5.1.aamva.sex. 

4. When an mdoc receives a request for both org.iso.18013.5.1.sex and 

org.iso.18013.5.1.aamva.sex, the mdoc shall respond (given approval by the mDL 

holder) at least with org.iso.18013.5.1.aamva.sex. 

NOTE 2  Readers implementing  this document should ask for both org.iso.18013.5.1.sex and 

org.iso.18013.5.1.aamva.sex.  This is because the reader will not know if the mdoc supports 

org.iso.18013.5.1.aamva.sex (although in practice it often will.  The intent of #4 above is to, in this 

case, share the domestic data the reader is looking for.  How the request is presented to the mDL 

holder, and how approval to share is administered, is left to implementers.  Nevertheless, a simple 

approach could be for a mdoc to ignore the request for org.iso.18013.5.1.sex and to only ask for ap-

proval to share org.iso.18013.5.1.aamva.sex (given that both were requested). 

3.3 PORTRAIT IMAGE 

The portrait image is the primary means by which an mDL is matched to the person presenting the mDL in an 

attended transaction.  The portrait image therefore needs to be of suitable quality for this purpose.  ISO/IEC 

18013-5 requires the portrait to comply with Annex D of ISO/IEC 18013-2:2020, which in turn requires the 

portrait image to be at least 192 pixels wide and 240 pixels high.  In addition, ISO/IEC 18013-2 requires por-

trait images intended for automated face recognition to comply with ISO/IEC 19794-5, which among other 

requirements requires 90 pixels between the centers of the eyes.  However, it should be noted that these re-

quirements were created in the context of storage on a physical card and in machine-readable formats with 

limited storage capacity compared to an mDL.   

It would therefore be possible to include a portrait image of much higher resolution in an mDL.  Arguments 

for going this route include higher accuracy when using the portrait image as a probe image in 1:n biometric 

searching, and making it easier for a human to compare the portrait image with the mDL holder.  Arguments 

against going this route include the following: 

1. A larger portrait image can negatively affect mDL transaction times. 

2. A better-quality portrait image could arguably be less privacy preserving than a smaller portrait im-

age. 

3. The primary purpose of the portrait image is a 1:1 match with the mDL holder.  If this match is per-

formed biometrically, the smaller portrait size should be sufficient.  

Issuing Authorities should carefully consider all these points when deciding on a portrait image size.  It is rec-

ommended that Issuing Authorities opt for a smaller rather than for a larger portrait image.  
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3.4 SIGNATURE IMAGE 

ISO/IEC 18013-5 does not prescribe anything other than that the image shall be in JPEG or JPEG2000 format.  

Building on the requirements for a signature image in ISO/IEC 18013-1 and in the AAMVA Card Design Stand-

ard, if present the signature image must be an accurate and recognizable representation of the original signa-

ture.  Care should be given to image capture, processing, digitization, and compression. 

3.5 MDL CRYPTOGRAPHIC PROTOCOLS 

In line with recommendations from the US National Institute of Standards and Technology (NIST) and the Ca-

nadian Centre for Cyber Security, certain cryptographic constructs must not be supported for mDL solutions 

built in accordance with this document.  At the same time, interoperability needs to be retained so mDL read-

ers can successfully interact with an mDL originating from elsewhere.   

To this end, the AAMVA mDL Implementation Guidelines require the following changes to be applied to 

ISO/IEC 18013-5: 

1. Replace the 3rd paragraph of 9.1.4.4: 

When cipher suite 1 is used (see 9.1.5.2) the following operations shall be performed and the 

mdoc reader shall use of the ECDSA or EdDSA curves from Table 22 for the mdoc reader au-

thentication key. 

with the following: 

When cipher suite 1 is used (see 9.1.5.2) the following operations shall be performed and the 

mdoc reader shall use Curve P-256, Curve P-384 or Curve P-521 from Table 22 for the mdoc 

reader authentication key. 

2. Replace the 6th paragraph of 9.1.4.4: 

The alg element (RFC 8152) shall be included as an element in the protected header. An 

mdoc reader should use one of the following signature algorithms: “ES256” (ECDSA with 

SHA-256), “ES384” (ECDSA with SHA-384), “ES512” (ECDSA with SHA-512) or “EdDSA” 

(EdDSA). ”ES256” should be used with curves P-256 and brainpoolP256r1. “ES384” should 

be used with curves P-384, brainpoolP320r1 and brainpoolP384r1. “ES512” should be used 

with curves P-521 and brainpoolP512r1. “EdDSA” should be used with curves Ed25519 and 

Ed448. 

with the following: 

The alg element (RFC 8152) shall be included as an element in the protected header. An 

mdoc reader should use one of the following signature algorithms: “ES256” (ECDSA with 

SHA-256), “ES384” (ECDSA with SHA-384), or “ES512” (ECDSA with SHA-512).  The mdoc 

reader shall not use the “EdDSA” (EdDSA) signature algorithm. ”ES256” should be used with 

curve P-256. “ES384” should be used with curve P-384. “ES512” should be used with curve 

P-521. 
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3. Append the following to the 1st paragraph of 9.1.5.2: “Only cipher suite 1 shall be used.”  Since 

ISO/IEC 18013-5 does not explicitly prevent the use of additional cipher suites, absent this clarifica-

tion it would technically be possible for an Issuing Authority and an mDL verifier that agree on a ci-

pher suite X to claim compliance with ISO/IEC 18013-5. 

4. Add the following after the 2nd paragraph of 9.1.5.2: “An mdoc shall support only the 1st three curves 

listed in Table 22 (i.e. Curve P-256, Curve P-384 and Curve P-521).” 

5. Replace the 5th paragraph of 9.2.1: 

A TLS version 1.2 connection shall use one of the cipher suites listed in Table 23. The mdoc 

reader and issuing authority infrastructure shall support TLS_ECDHE_EC-

DSA_WITH_AES_128_GCM_SHA256 and TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 

and should support TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256. 

with the following: 

A TLS version 1.2 connection shall use one of the cipher suites listed in Table 23. The mdoc 

reader shall support TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 and TLS_ECDHE_EC-

DSA_WITH_AES_256_GCM_SHA384 and should support TLS_ECDHE_EC-

DSA_WITH_CHACHA20_POLY1305_SHA256.  The issuing authority infrastructure shall only 

support TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 and TLS_ECDHE_EC-

DSA_WITH_AES_256_GCM_SHA384. 

6. Replace the 6th paragraph of 9.2.1: 

The key exchange shall make use of an elliptic curve listed in the NamedCurve enumeration 

in RFC 8422, section 5.1.1 for TLS 1.2 or RFC 8446, section 4.2.7 for TLS 1.3. No deprecated 

or reserved curves shall be used. 

with the following: 

A TLS version 1.2 key exchange shall make use of an elliptic curve listed in the NamedCurve 

enumeration in RFC 8422, section 5.1.1.  The mdoc reader shall support all the listed curves.  

No deprecated or reserved curves shall be used.  The issuing authority infrastructure shall 

only support curves secp256r1, secp384r1 and secp521r1.  

A TLS version 1.3 key exchange shall make use of an elliptic curve listed in the NamedGroup 

enumeration in RFC 8446, section 4.2.7.  The mdoc reader shall support all the listed groups.  

No deprecated or reserved curves shall be used.  The issuing authority infrastructure shall 

only support curves secp256r1, secp384r1 and secp521r1.  

NOTE: Given current industry practices, it is unlikely that an 18013-5 compliant issuing au-

thority infrastructure that does not follow this document (e.g. an issuing authority in Eu-

rope) will support only x25519 and/or x448.  An mdoc reader that supports only secp256r1, 

secp384r1 and secp521r1 should therefore be able to connect to most issuing authorities.  

Nevertheless, there remains a logical possibility that an issuing authority infrastructure that 

does not follow this document supports only x25519 and/or x448, hence the requirement 

for mdoc readers to support these curves. 
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7. Replace the 7th paragraph of 9.2.1: 

A TLS version 1.3 connection should use one of the cipher suites listed in Table 24. The mdoc 

reader and the issuing authority infrastructure shall support TLS_AES_128_GCM_SHA256 

and should support TLS_AES_256_GCM_SHA384 and TLS_CHACHA20_POLY1305_SHA256. 

with the following: 

A TLS version 1.3 connection should use one of the cipher suites listed in Table 24. The mdoc 

reader shall support TLS_AES_128_GCM_SHA256 and TLS_AES_256_GCM_SHA384 and 

should support TLS_CHACHA20_POLY1305_SHA256.  The issuing authority infrastructure 

shall only support TLS_AES_128_GCM_SHA256 and TLS_AES_256_GCM_SHA384. 

8. In tables B.1, B.3, B.5, B.6, B.7 B.8 and C.1, remove the brainpool curves from the “Subject public key 

info, parameters” certificate component. 

9. In tables B3 and B.6, remove the Ed25519 and Ed448 curves from the “Subject public key info, algo-

rithm” certificate component. 

10. Replace the last paragraph of C.1.7.1: 

The VICAL provider should use one of the signature algorithms for calculating the signature 

over the VICAL: “ES256”, “ES384”, “ES512” or “EdDSA”. The VICAL provider should use one 

of the elliptic curves as specified in Table 22. 

with the following: 

The VICAL provider shall use one of the following signature algorithms for calculating the 

signature over the VICAL: “ES256”, “ES384” or “ES512”. The VICAL provider shall use Curve 

P-256, Curve P-384 or Curve P-521 as specified in Table 22. 

NOTE:  The intent of requirements 8 and 9 is that Issuing Authorities shall not generate certificates 

using one of these curves. However, to ensure interoperability, mdocs and mdoc readers shall be capable 

of verifying a certificate that uses one of these curves, and shall be capable of using the public key in such 

a certificate for the applicable cryptographic operation specified in Clause 9 of ISO/IEC 18013-5.  

3.6 IACA ROOT CERTIFICATE 

In Table B.1 of ISO/IEC 18013-5, on the table row for the “ISSUER” certificate component, replace: 

stateOrProvinceName is optional. If this element is present, the element shall also be present in the 

end-entity certificates and hold the same value.  

with the following: 

stateOrProvinceName is mandatory. The element shall also be present in the end-entity certificates 

and hold the same value.  

3.7 VERSIONING 

The data structure for the 2D barcode in the AAMVA Card Design Specification contains a version number.  

This enables readers to always know which version of the data structure is present on a credential since the 
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full data string is always read.  This is not true for an mDL.  An mDL reader has to explicitly request individual 

data elements, and does not know in advance which data elements are present or what version of a data set is 

supported. 

One approach to address this is to add a “version” data element to the AAMVA namespace.  To be useful an 

mDL reader would have to obtain this data element before making a subsequent request for additional data.  

Allowing the release of this data element without mDL holder approval is possible; requiring approval may 

confuse an mDL holder and increase transaction friction.  Regardless, the 2-step process would add complex-

ity (an mDL reader would still have to allow for not receiving a response to such a request) and add time to 

the transaction.  Such an approach would also be unique to mDL in North America. 

Instead, versioning of the AAMVA mDL data element set is achieved as follows: 

1. If needed, create a new identifier.  This applies if there is a change to an existing data element, or if a 

completely new data element is added.  Set a date by which mDL apps and mDL readers must sup-

port the new identifier (Dayx in Figure 2).  “Support” as used here means that an mDL app must allow 

an Issuing Authority to provision the identifier into the app, and that an mDL reader must be able to 

read the new identifier. 

2. For the old identifier, set a date by which mDL apps and mDL readers do not need to support the old 

identifier anymore (Dayy in Figure 2).  This is also the date by which Issuing Authorities must be pro-

visioning the new identifier. 

Figure 2 also reflects other requirements on both the mDL reader and the mDL app.  The main advantage of 

the approach illustrated in Figure 2 is that, in case of changing an existing identifier, the Issuing Authority will 

have the time between the two dates to provision the new identifier (and deprecate the old identifier) to all 

its mDLs with the knowledge that mDL readers should be able to accommodate either identifier (the high-

lighted option in Figure 2).  In the case where a new identifier is added (i.e. when there is no change to an ex-

isting identifier), the two dates may be on the same day. 

Ideally mDL readers would ask for the old identifier up to Dayy and for the new identifier thereafter.  How-

ever, it is likely that readers would, at least around the change date, ask for both.  It is also likely that an mDL 

would, especially around Dayy, include both identifiers.  How the request is presented to the mDL holder, and 

how approval to share is administered, is left to implementers.  Nevertheless, a simple approach could be for 

the mDL to present only one request, for the new identifier, to the mDL holder. 
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Figure 2: Versioning concepts 

3.8 ISSUING AUTHORITY SPECIFIC DATA 

ISO/IEC 18013-5 allows for the creation of additional namespaces, in like manner as the AAMVA namespace 

defined in this document (see clause 7.2.8 in ISO/IEC 18013-5).  Issuing Authorities can use this mechanism 

to add additional fields to an mDL.  The Issuing Authority would be responsible for communicating such an 

additional namespace to mDL verifiers that need to be able to read the Issuing Authority-specific data. 

Note: ISO/IEC 18013-5 also lends itself to being adopted for the issuing of credentials separate from an 

mDL, for example fishing licenses, health credentials, or watercraft licenses. 

4 PRIVACY AND SECURITY 

4.1 INTRODUCTION 

The privacy of an mDL holder has been paramount in the mDL design process from the start.  Care was and is 

being taken in all the work to ensure that methods and means are available to protect mDL holder privacy. 

The subsections that follow elaborate in more detail on different aspects of privacy protection and security. 

mDL Reader must support new/updated identifier

mDL Reader can support new/updated identifier

mDL app can support new/updated identifier

mDL Reader must support old identifier

mDL Reader can support old identifier

Some options for how an Issuing Authority 
can transition from provisioning an old 
identifier to provisioning a new identifier

Dayx Dayy

mDL app must support old identifier

mDL app must support new/updated identifier

mDL app can support old identifier
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4.2 DATA MINIMIZATION AND SELECTIVE DATA RELEASE 

A primary component of privacy involves the ability of an mDL holder to only share some information.  This is 

achieved by two related but distinct measures: 

1. Data minimization: A decision by an Issuing Authority to record fractional information about an at-

tribute in an mDL, thus empowering an mDL holder to share less information than would otherwise 

have been the case.  For example, an Issuing Authority can decide to include8 the optional 

age_birth_year field in an mDL in addition to the (mandatory) date of birth.  This will allow the mDL 

holder to share only a birth year as opposed to a date of birth.  Another example would be to include 

the resident city in addition to a full address. 

2. Selective data release: Allowing an mDL holder to decide which of the data fields requested by an 

mDL verifier will be released to the Verifier. 

As noted in section 2, it is important for Issuing Authorities to understand that ISO/IEC 18013-5 primarily 

specifies interfaces.  The interfaces support both data minimization and selective data release. It is recom-

mended that Issuing Authorities implement and provision as many of the optional minimized data elements, 

defined in ISO/IEC 18013-5 and in this document, as possible. 

In addition, Issuing Authorities must ensure that mDL apps to which they provision data support at least the 

following: 

• In case the request was received electronically, the mDL app must clearly convey what data was re-

quested, and whether the mDL verifier intends to retain the information.  If the request is presented 

in summarized form in the user interface (e.g. “Identity and driving privilege data” as opposed to 

“First Name, Last Name, DOB, Driving privileges”), means must be available to give the mDL holder 

visibility of the details of such a summarized form, both before and during a transaction. 

• The mDL app must provide the mDL holder full control over which data elements to share with the 

mDL verifier.   

• ISO/IEC 18013-5 requires the portrait image to be shared if the portrait was requested and if any 

other data element is released (to enable the mDL verifier to tie the mDL information to the person 

presenting the information).  The app must support a graceful and informed exit from the request if 

the holder opts not to share the portrait image when requested. 

• If blanket sharing options are used, measures must be implemented to ensure that the mDL holder 

remains aware of what is being released when such an option is in effect.  An mDL holder must also 

be able to opt out of or cancel any blanket sharing function. 

Issuing Authorities (and their app providers) are encouraged to devise solutions that will minimize transac-

tion friction without compromising the above requirements. 

 

8 It is logically possible for an mDL to calculate such information given a date of birth.  However, ISO/IEC 18013-

5 on purpose does not support this approach since it would have required the mDL verifier to place trust in the 

mDL device’s ability to do this securely.  As it is, the mDL verifier needs to trust only the Issuing Authority’s 

public key. 



Mobile Driver’s License Implementation Guidelines, r1.3 AAMVA – Public Information 

 

  33 

4.3 PROTECTING DATA 

It is up to Issuing Authorities to ensure that all mDL data stored on the mDL holder’s device is ade-

quately protected.  As standards in this respect are still under development, each Issuing Authority should 

take great care to ensure that the design of its solution supports this requirement.  At minimum, Issuing Au-

thorities must adhere to the following: 

• mDL information must be stored in encrypted form. 

• Private key material must be protected in a security module designed for the safekeeping of key ma-

terial. 

• The mDL holder must be authenticated when any mDL data is accessed or released, at a point in time 

that is sufficiently close (as determined by the Issuing Authority) to the time of the access or release.  

Issuing Authorities that want to leverage device unlocking to protect mDL data must include 

measures to ensure that this feature has not been disabled by the mDL holder (also see section 7).   

Example: If an app authenticates the mDL holder when the mDL app is accessed, an Issuing Authority 

should set a time limit after which authentication of the mDL holder is again required before the re-

lease of mDL data. 

• mDL data must be released to an mDL verifier only via the following: 

o an ISO/IEC 18013-5 compliant interface. 

o an ISO/IEC 18013-7 compliant interface. 

o As an alternative to ISO/IEC 18013-7, an over-the-Internet interface as envisioned in Appen-

dix C that: 

▪ Complies with Appendix C items 2.b and 2.f, and  

▪ Has been approved by the AAMVA Identity Management Committee. 

o For sharing mDL data between apps on a phone via an interface other than those listed 

above, an interface compliant with Appendix C items 2.b and 2.f and that has been approved 

by the AAMVA Identity Management Committee. 

Note 1: This requirement prohibits the sharing of mDL data using the mDL as a “flash pass” (i.e. by 

showing an image of a credential to a verifier); also see section 8. 

4.4 ACTIVITY LOG 

The mDL app must be capable of maintaining an activity log.  The mDL app must allow the mDL holder to de-

cide if an activity log must be maintained or not.  It is recommended that the mDL app requires the mDL 

holder to explicitly choose for or against keeping an activity log upon setup (i.e. no defaults, and in addition to 

being able to change this subsequently).  The activity log and related settings must be accessible only to the 

mDL holder (also see section 4.6).  The activity log must allow for the recording of all mDL transactions.  In 

this context, an mDL transaction is the sharing of information by an mDL holder with an mDL verifier, as well 

as any provisioning, update, or communication action between the mDL and the Issuing Authority.  At mini-

mum, the following must be recordable for any transaction: Transaction timestamp; type of transaction (e.g. 

update or data sharing); in case of a data sharing transaction the data that was shared, and to the extent that 

it can be gathered, information about the identity of the mDL verifier.  It is recommended that the mDL app 
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provides the mDL holder the capability to select what types of activities are recorded in the activity log (i.e. 

rather than only an “all or nothing” option).  It is also recommended that the mDL app includes functionality 

to help the mDL holder monitor and manage the size of the activity log within the capabilities of the mDL 

holder’s device.  The mDL app must provide an option to the mDL holder to export the activity log. 

If an Issuing Authority allows an mDL holder to hold the same mDL on more than one device, the activity log 

settings on each device should be independent of each other. It is recommended that there be no synchroniza-

tion of the activity log or activity log settings between the two devices.  Any synchronization features that are 

provided must adhere to the following: 

1. Synchronization must be an option that can be enabled or disabled by the mDL holder.  The process 

to enable synchronization must require the mDL holder to prove access to both devices. 

2. Synchronization must occur directly between the devices in question.  A synchronization action must 

not give visibility of any of the following to anyone other than the mDL holder, or to anyone other 

than entities that already know that the mDL holder has an mDL on more than one device: 

a. Activity log information. 

b. Activity log settings. 

c. The fact that a synchronization action/selection took place. 

d. Any information that may convey that the mDL holder has an mDL on more than one device. 

4.5 DELETING MDL INFORMATION FROM A DEVICE 

An mDL holder must have the capability to delete the mDL holder’s mDL from the mDL holder’s device.  Such 

deletion: 

1. Must delete all mDL information, log information, and any metadata (e.g. settings) that could impart 

information about the deleted mDL or its use.   

2. Must not require approval by the Issuing Authority.   

3. Must be an option available to an mDL holder on the mDL device. 

4. Must be possible when the mDL device is offline. 

5. Should be available to an mDL holder via a request to the Issuing Authority (see below). 

Should an mDL device (i.e. a device containing an mDL) be lost or get stolen, it could be beneficial for the mDL 

holder to have the mDL remotely deleted (or temporarily suspended9) by the Issuing Authority.  Besides the 

obvious advantage to the mDL holder, other considerations apply too: 

1. The mDL holder’s request must be authenticated.  It must not be possible for someone other than the 

mDL holder or the Issuing Authority to delete (or suspend) an mDL. 

2. A “push” capability (from the Issuing Authority to the mDL device) is needed for immediate deletion 

(or suspension) (see section 6). 

 

9 Deletion ensures that an mDL cannot be accessed or used any more.  Suspension may still leave the mDL 

information open to unauthorized access, since the mDL still resides on the device.  On the other hand, lifting a 

suspension would be less involved for an mDL holder than having to go through the provisioning process again. 
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3. Successful deletion (or suspension) depends on network connectivity to the mDL device. 

4. The mDL will automatically become unusable (although potentially not inaccessible) when the MSO 

expires (see section 6). 

In addition, mDL deletion may be needed when an mDL holder wants to transfer an mDL to a new device, 

when a person moves to another jurisdiction, or when a person dies.   

Issuing Authorities should weigh the benefits and challenges associated with a remote delete (or suspension) 

capability when considering its implementation (see Appendix A). 

An mDL holder must have the capability to delete activity log information (as defined in section 4.4) the mDL 

holder may previously have elected to maintain.  It is recommended that this capability allows selective dele-

tion (i.e. specific log entries, rather than only an “all or nothing” option). 

4.6 NO TRACKING 

“Tracking” is the act of compiling information about an mDL holder and/or an mDL holder’s activity.  Any 

stakeholder (including Issuing Authorities, technology providers, service providers and mDL verifiers) must 

not track mDL holders or the usage of any mDL except as required by law (e.g. when a drug store dispenses 

products containing ephedrine). 

Tracking by an mDL verifier can be performed as soon as two different mDL transactions can be linked to 

each other.  This can be countered by designing the solution to maximize anonymity (“characteristic of infor-

mation that does not permit a personally identifiable information principal to be identified directly or indi-

rectly”, from ISO/IEC 29100) and to maximize unlinkability.  Anonymity can be hampered by metadata that 

may be associated with multiple mDL transactions, e.g. hardware or network addresses, long-term public 

keys, or session tokens.  Consequently, Issuing Authorities must minimize the sharing of static or long-lived 

metadata. 

Although pre-matched transactions hold the promise of maximizing anonymity at a user data level, anonym-

ity in post-matched transactions is limited since the portrait image is always shared.  For these transactions it 

is recommended that Issuing Authorities pursue regulatory protection against tracking by mDL verifiers. 

Solutions using the server retrieval method also pose challenges in preventing tracking.  As per design, the 

Issuing Authority is involved in real time each time an mDL is used by the mDL holder.  The Issuing Authority 

would technically be able to keep track of when an mDL holder uses his/her mDL and keep track of what data 

is shared.  Based on IP address analysis the Issuing Authority would also be able to track an mDL holder’s 

physical location to some extent.  This can be mitigated by placing regulatory limitations on the Issuing Au-

thority10, and will be of value to the extent an mDL holder trusts the Issuing Authority’s adherence to the reg-

ulatory limitations.  Consequently, Issuing Authorities considering a server retrieval solution should carefully 

weigh the advantages of this approach against its privacy implications.   

Since the activity log (see section 4.4) contains a full record of when and potentially where an mDL was used, 

it is reiterated that  access to the activity log must not be possible by anyone other than the mDL holder.   

 

10 The potential challenges noted here for an Issuing Authority would apply equally if the Issuing Authority 

employed any contractors to implement all or part of a solution.  Ultimately, all safeguards would be proce-

dural/regulatory rather than technical in nature. 
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4.7 LIMITING USE OF MDL DATA 

Apart from limiting tracking (see section 4.6), Issuing Authorities may also want to place other limitations on 

the use of mDL data.  However, once data is shared with a verifying entity, the data is beyond the technical 

control of both the mDL holder and the Issuing Authority.  Consequently, it is recommended that Issuing Au-

thorities pursue regulatory solutions for limiting the use of such data.   

It is also recommended that mDL holders be made aware that they are the front line of defense against unau-

thorized use of data by virtue of their ability to control to whom and what data is released.  mDL holders 

should be educated about this responsibility.  In particular, regulatory protection is jurisdictionally based and 

may not be the same or even present everywhere.  It is further recommended that these messages be con-

veyed in the form of continued education throughout the life of the mDL. 

4.8 FRAUD ATTEMPTS 

The mDL has been designed to be more trustworthy and less easy to compromise than a physical driver’s li-

cense (or ID card).  As a result, it is expected that people with nefarious intent will try other avenues to obtain 

a fraudulent credential.  For example, fraudsters may increase attempts to establish a fraudulent identity in 

the Issuing Authority’s systems (to subsequently be issued with a genuine mDL).  Renewed attacks could also 

be seen against physical cards.  Issuing Authorities should remain alert for such changes in the security land-

scape and institute appropriate mitigating measures. 

4.9 MDL APP ACCESS 

Physical credentials are sometimes legally accessed by persons other than the holder.  For example, if a per-

son becomes incapacitated in a traffic crash, a law enforcement officer could legally retrieve the person’s 

physical credential from the person’s wallet. 

Given this scenario, it has been suggested that mDL apps allow similar access in case of justifiable need. 

However, because such a feature could easily be misused when the mDL holder is not incapacitated, an mDL 

must not allow access to the mDL information by anyone other than the mDL holder.  (Note that in this con-

text “mDL holder” is understood to include another named person legally authorized by a court or by law to 

act on behalf of the mDL holder.  For example, a parent would need access to a minor child’s mDL, and a care-

giver legally appointed as a guardian would need access to the ward’s mDL.) 

4.10 APP FEATURE DISCLOSURE 

An Issuing Authority must endeavor to provide full transparency to an mDL holder about all the features sup-

ported by an mDL app.  What follows is a non-exhaustive list that includes topics not addressed by this docu-

ment.  The intent is to provide examples of information an Issuing Authority may want to share, and to illus-

trate how it could be conveyed.  Issuing authorities can consider this list when compiling their communica-

tion material for mdl holders: 

1. Your mDL is a secure digital copy of your [Jurisdiction DMV] issued driver’s license or identification card 

and does not replace your physical driver license or identification (DL/ID) card.  
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2. Your mDL provides the highest level of security in credential storage, data transmission, and verifica-

tion. 

3. Once you have enrolled, your mDL data resides on your mobile device and within [the jurisdiction] sys-

tem of record.  

4. Your transactional information is not stored or shared with  [the jurisdiction] at any time. 

5. Your mDL data is only valid for [30 days]; your device must be online to receive a refresh from [the juris-

diction].  

6. [The jurisdiction] does not track your device, device location, or mDL usage.   

7. The transaction log that resides on your device exists only on your device and is not accessible by anyone 

other than yourself. 

8. Your mDL data is not accessible without your consent; you control when to share your mDL  and what 

data to share.  

9. Be aware that some verifiers may ask for more information than is needed for the transaction.  Do not 

provide more information than you are comfortable sharing. 

10. Verifiers do not need to handle your device when you share mDL data with them.  

11. Your mDL will not access other data on your device.  

12. Your mDL complies with international industry standards (including ISO/IEC 18013-5).  

13. The source code for the mDL is available at mDL.sourcecode.DMVx.gov. 

14. Your mDL is secure and can only be opened with [pin or biometrics]. 

4.11 DATA VISIBILITY 

An mDL holder must be able to view all functional data elements if the mDL holder so chooses.  The functional 

data elements comprise the following fields: 

• Data elements listed in Table 5 of ISO/IEC 18013-5. 

• The data elements appended to Table 5 of ISO/IEC 18013-5 by section 3.1 of this document. 

• The contents of the signed, validFrom, validUntil, and expectedUpdate (if present) data 

elements from the mobile security object (MSO). 

• Data elements in Issuing Authority specific namespaces. 

5 TRUST MODEL 

5.1 GENERAL CONCEPT 

An mDL verifier generally trusts mDL information if both the following conditions are met: 

1. The mDL verifier can verify that the mDL was issued by a bona fide Issuing Authority. 

2. The mDL verifier can confirm that the mDL information has not been changed since it was created by 

the Issuing Authority. 
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ISO/IEC 18013-5 supports the above conditions by way of public-private key cryptography.  If an mDL veri-

fier can: 

1. Obtain an Issuing Authority’s public key; 

2. Trust that it really is that Issuing Authority’s public key; 

3. Trust that the Issuing Authority’s private key has not been compromised; and 

4. Successfully authenticate an mDL issued by that Issuing Authority using said public key; 

then the conditions stated above are met. 

To facilitate items 1 to 3, ISO/IEC 18013-5 defines a Verified Issuer Certificate Authority List (VICAL).  In con-

cept, a VICAL Provider collects public keys from bona fide Issuing Authorities, confirms that the Issuing Au-

thority manages its keys securely, aggregates the public keys into one VICAL, and provides the VICAL to mDL 

verifiers.   

5.2 DIGITAL TRUST SERVICE 

In support of its members, AAMVA has established a minimally viable product (MVP) version of a Digital 

Trust Service (DTS).  The MVP DTS performs the function of a VICAL Provider.  The MVP DTS: 

1. Is governed by AAMVA members via the AAMVA Identity Management Committee. 

2. Confirms the bona fides of an Issuing Authority prior to inclusion in  the VICAL. 

3. Sets minimum requirements (see Appendix B) for an Issuing Authority’s mDL program to have its 

public key added to the VICAL.   

4. Ensures the integrity of the VICAL and of all associated operations and systems, at both the MVP DTS 

and at Issuing Authorities.  This includes the removal of public keys when the associated solutions 

become non-compliant with requirements. 

Issuing Authorities that want to participate in the DTS can submit a request to identitymangage-

ment@aamva.org.  

The above approach supports interoperability of mDL solutions between Issuing Authorities in North Amer-

ica.  Looking beyond that, AAMVA has already started conversations with like organizations in Europe (EReg) 

and Australia/New Zealand (Austroads) on this topic.  The vision is to work towards a solution that will ena-

ble AAMVA members eventually to also authenticate mDLs issued in other parts of the world, and vice versa.   

5.3 PUBLIC KEY CERTIFICATES 

The trust model for mDLs relies heavily upon the security of the private key in the public-private key relation-

ship.  To maintain trust in the integrity of the mDL credential, Issuing Authorities should adhere to best prac-

tices and recognized security principles regarding private key management.  This includes incorporating 

physical and technical security access controls to ensure that access to the key administration infrastructure 

limited only to those authorized individuals who have a direct need for this.  Until such time as the MVP DTS 

expands on key administration, Issuing Authorities should consult NIST SP 800-57 for guidance in this area. 

Issuing authorities that choose to implement multiple solutions must use a different IACA root key pair for 

each solution.  The AAMVA Identity Management Steering Committee may grant exceptions to this require-

ment. 

mailto:identitymangagement@aamva.org
mailto:identitymangagement@aamva.org
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This approach minimizes the impact if a particular solution is or becomes non-compliant with requirements 

and the associated public key consequently is not allowed in the VICAL. 

6 MDL DATA REFRESH 

6.1 INTRODUCTION 

From time to time, a physical identity credential (such as a driver’s license) has to be updated.  Examples of 

events that can prompt an update are driving privilege revocation, address change, physical card format 

change (when turning 21 in the US), a credential expiring, or a name change.  Since an mDL is viewed as an 

extension of a physical credential, the holder’s mDL must be updated too.  In addition, an mDL may have to be 

updated due to other events (e.g. a database change that does not require the issuance of a new physical cre-

dential). 

Some of these events result in changes a credential holder would want, and for which the credential holder 

would typically approach the Issuing Authority with a request to issue a new credential.  Other changes could 

be less desirable (e.g. driving privilege revocation), in which case a credential holder may try to hold on to an 

outdated credential (with potentially negative consequences).   

These challenges are not easily solved in the case of physical credentials.  In contrast, an mDL provides the 

ability to improve the timely application of changes. 

The two subsections that follow address the following: 

1. mDL refresh mechanisms. 

2. Operationally handling differences between a physical credential and an mDL because they were not 

updated at the same time. 

6.2 MDL REFRESH MECHANISMS 

6.2.1 Server retrieval method 

mDL data provided to an mDL verifier under the optional server retrieval method is always as current as the 

Issuing Authority’s database.  Changes in the Issuing Authority’s database regarding a specific person’s mDL 

are immediately available to mDL verifiers upon reading the associated mDL. 

6.2.2 Device retrieval method 

mDLs are required to support the device retrieval method.  In this case, the data residing on an mDL device 

must be updated as soon as possible after an Issuing Authority applies a change to its database (for example 

when a  new physical card is issued).  To support this, it is recommended that Issuing Authorities include an 

“Update mDL” function in its mDL app that can be invoked by the mDL holder. 

The Issuing Authority may also decide to offer an auto update function. To provide full transparency to an 

mDL holder about any communication between the mDL and the Issuing Authority, it is recommended that 

the mDL app not refresh the mDL data automatically unless the mDL holder opted in for such behavior. 
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To address cases where the Issuing Authority deems an update to be necessary and the mDL holder does not 

initiate the update, an Issuing Authority can leverage either or both the following mechanisms (also see Ap-

pendix A). 

1. Build a “push” function into the mDL app that would enable the Issuing Authority to send an instruc-

tion to the mDL to prevent mDL information (or at least the outdated mDL information) from being 

shared until such time as the mDL holder refreshes the mDL.  The mDL holder must be notified of any 

push action. (Also see section 4.5, which presents a use case requiring a stronger form of a “push” 

function.) 

2. ISO/IEC 18013-5 distinguishes between the validity period of the legal credential (which often 

ranges from 5 to 7 years and is the same for both the physical credential and the mDL), and the tech-

nical validity period of the MSO.  The MSO validity period can be set to a period shorter than the va-

lidity period of the legal credential.  Once the MSO validity period has expired, the mDL will fail any 

authentication attempt by an mDL verifier.  An Issuing Authority can therefore wait until the MSO 

expires and the mDL holder chooses to refresh the mDL.  The implication is that the mDL information 

may be outdated until the MSO expires. 

When deciding on which update mechanism(s) to use and on the urgency of an update, an Issuing Authority 

should consider the data that has changed and the operational importance it assigns to the changes. 

Until such time as more operational experience is gained in this area, the recommendation is to set the MSO 

validity period to 30 days.   

6.3 OPERATIONAL CONSIDERATIONS 

It is likely that updates in an Issuing Authority’s database record of a person will not be applied to the physi-

cal credential and to the mDL (or to multiple mDLs of the same person, if supported by an Issuing Authority) 

at the same time.  As a result, an mDL holder may hold two credentials that reflect different information. 

It should be rare for an mDL verifier to become aware of a such a difference.  Nevertheless, if that were to 

happen, it may cause confusion and/or distrust on the part of the mDL verifier.  Issuing Authorities should 

therefore endeavor to institute processes that minimize the duration of differences between a physical cre-

dential and the associated mDL (or between multiple mDLs of the same person, if supported by an Issuing 

Authority).   

Issuing Authorities should enact local legislation clarifying whether the mDL or physical credential infor-

mation takes precedence in case the information differs.  Such legislation should take into account an Issuing 

Authority’s mDL update practices. 

7 MULTIPLE CREDENTIALS AND SHARED DEVICES 

7.1 MDL DEVICE TO MDL HOLDER COMBINATIONS 

Arguably the most common relationship between an mDL holder and an mDL device that can be expected is 

that the mDL device will be used by only one mDL holder, and that an mDL holder will use a single mDL de-

vice.  This is illustrated in Figure 3. 
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Figure 3 

However, there are cases where this relationship does not apply, as indicated by the following 3 examples. 

1. An mDL holder may need to have the mDL holder’s mDL installed on more than one device used by 

the mDL holder.  An example (Figure 4) would be for an mDL holder to have the mDL holder’s mDL 

on the mDL holder’s phone and on the mDL holder’s tablet at the same time.  

 

Figure 4 

2. An mDL may have to be installed on more than one device, each device used by a different person.  

Examples would be where a child’s mDL is installed on both parents’ mobile devices (Figure 5), or 

where a young person’s mDL resides on that person’s device as well as on a parent’s device (Figure 

6). 

mDL 
device

mDL device 
user

mDL describing 
like colored 
mDL device user
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which mDL(s) 
the mDL device 
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Figure 5 

 

Figure 6 

3. mDL holders share the same device.  In this case, multiple mDLs are installed on the same device, 

with the single device used by multiple persons.  Two different examples of configurations are shown 

in Figure 7, Figure 8 and Figure 9. 

 

Figure 7 
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Figure 8 

 

Figure 9 

Issuing Authorities should identify the combinations that may apply in its jurisdiction and make a conscious 

decision on which combinations it will support. 

7.2 LIMITATIONS ON MULTIPLE CREDENTIALS 

The following are examples of rules that currently apply to identity records and to physical identity creden-

tials:  

1. In some jurisdictions, a person may legally hold more than one physical identity credential (e.g. a 

driver’s license card and an identification card). 

2. In some jurisdictions, a person may legally hold only one physical identity credential. 

3. In the US, the REAL ID Act effectively limits a person to hold only one driver’s license and only one 

REAL ID credential. 

4. Some jurisdictions allow their customers to also hold identity credentials in other jurisdictions. 

5. Some jurisdictions do not allow their customers to also hold identity credentials in (some) other ju-

risdictions. 

6. In the US, the rules of the State-to-State system (S2S) limit a person to hold only one driver record, 

regardless of the type of credential with which it is associated.  The Canadian Driver’s Licence Agree-

ment sets out similar requirements. 
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Rules such as these result in many valid identity record and physical credential combinations.  Assuming that 

existing rules for identity records and for physical credentials stay in place, mDL introduces the following 

questions: 

1. Should a person be allowed to hold both a physical credential and an mDL at the same time? 

2. Should a person be allowed to hold the same mDL on multiple devices at the same time? 

These questions can be discussed based on their privacy implications, operational implications, and (for the 

US) REAL ID requirements. 

1. Should a person be allowed to hold both a physical credential and an mDL at the same time? 

a. Privacy implications:  Privacy advocates have expressed concern about not having the option 

of a physical credential.  Having to choose between a physical or electronic credential could 

be perceived as pressuring customers into an electronic only situation. 

b. Operational implications: The availability of mDL readers will be limited as the ecosystem 

grows.  In addition, an mDL holder may want to provide for the possibility that the mDL de-

vice becomes nonfunctional (e.g. when it runs out of power).  This will require Issuing Au-

thorities to allow mDL holders to also carry a physical credential as fallback credential. 

c. REAL ID implications: The REAL ID Rule limits a person to one REAL ID card and requires 

the termination of a driver’s license in any other state before issuing a REAL ID driver’s li-

cense.  Informal discussions with DHS have indicated that holding a physical REAL ID card 

and an mDL of the same credential at the same time does not contravene the spirit of either 

the REAL ID Act or the Rule.  The mDL is viewed as an extension of the physical card. 

2. Should a person be allowed to hold the same mDL on multiple devices at the same time? 

a. Privacy implications: Each additional copy of an mDL increases the attack surface for unau-

thorized access to the underlying information.  If an Issuing Authority allows an mDL holder 

to have an mDL provisioned onto more than one device, this should therefore only be at the 

request of the mDL holder.  On the other hand, holding the same mDL on multiple devices 

may yield a privacy benefit.  If an mDL holder wants to retain logs of mDL activities, such 

logs can be split between the different mDL devices (assuming that logs will not be synchro-

nized between instances).  Regardless, an Issuing Authority should consider placing place a 

limit on the number of such instances.   

b. Operational implications:  Concern has been expressed in the past that allowing unlimited 

copies of an mDL may lead to fraudulent attempts to use a copied mDL.  Applied to physical 

credentials this would be similar to having a large number (tens of thousands) of authentic 

copies of one person’s physical card, and having this occurring for many persons. To prevent 

this, ISO/IEC 18013-5 requires an mDL to be cryptographically bound by the Issuing Author-

ity to the device onto which the Issuing Authority provisions it.  The mDL reading protocol 

will terminate if this condition is not true.  This prevents an mDL holder (or other nefarious 

agents) to use unauthorized copies of an mDL.  The Issuing Authority may however provi-

sion an mDL holder’s mDL onto more than one device if it so chooses. Such use, since limited 

to devices controlled by the mDL holder, does not pose the same risk as the concern raised 

above.  There are also realistic use cases that can benefit from allowing an mDL holder to 

request provisioning of the mDL to multiple devices.  For example, an mDL holder may want 

a limited mDL provisioned onto a wearable form factor with the ability to only prove being 

above 21 years of age (in addition to the full feature mDL on a regular mobile phone).  As 
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technology evolves, some use cases may also consider a vehicle’s systems as a device into 

which an mDL can be provisioned. 

c. REAL ID implications: It could be argued that, especially given an Issuing Authority’s im-

proved ability to limit the circulation of stale mDL information (see section 6), holding an 

mDL on more than one device does not contravene the intent of the REAL ID Act or Rule.  In-

formal discussions with DHS did not convey any immediate intent to limit this practice (i.e. 

of holding an mDL on more than one device). 

In summary, it can be stated that: 

1. mDL does not change the rules for physical credentials or for identity records. 

2. It is acceptable to hold a physical credential and an associated mDL at the same time. 

3. Issuing Authorities must continue to offer physical credentials to customers. 

4. Provided that jurisdictional rules allow, it is acceptable to hold the same mDL on different devices at 

the same time. 

8 NO “FLASH PASS” USE 

“Flash pass” use is where an mDL verifier consumes an mDL by viewing human-readable information and a 

portrait image rendered on an mDL holder’s device.  However, the value of an mDL comes from authentica-

tion using the Issuing Authority’s public key.  Absent this authentication there is no trust in the information.  

Issuing Authorities must  render information on a mobile device in a way that it does not create the impres-

sion that it can be used as a “flash pass”.  

An argument has been made that “flash pass” use will speed up adoption of the mDL concept.  While this may 

be true in the short term, such use also poses the following risks: 

1. There will be no incentive for verifying entities to acquire mDL readers, and that crucial part of the 

trust model will never get established. 

2. Creation of a fraudulent “flash pass” mDL is easy.  A proliferation of fraudulent “flash pass” mDLs will 

damage the image of the true mDL concept.  Besides making it easier to commit fraud, supporting 

“flash pass” use could therefore also set back efforts to bring the true benefits of an mDL to mDL veri-

fiers and to consumers. 

This also applies to the PDF417 barcode typically found on the back of a physical identity credential.  It has 

been suggested that this barcode can be rendered by an app on a mobile device’s display in support of a “flash 

pass” use scenario.  Such use poses the following risks:  

• The receiver of the information has no means by which to authenticate the accuracy or origin of the 

information. 

• Due to size requirements for a portrait image, a PDF417 barcode most likely will not contain the cre-

dential holder’s portrait image.  There would therefore be no way in which the verifier can inde-

pendently tie the barcode to the person presenting the barcode. 
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9 REVOCATION IN CASE OF OUT-OF-STATE/PROVINCE/TERRITORY ACTION 

9.1 NEW STATE OF RECORD 

REAL ID requires an existing credential to be cancelled before a new one can be issued by a different state.  

Likewise, some reciprocal agreements among provinces/territories in Canada require cancellation of prior 

products.  For physical cards, this consists of two actions: Notifying the prior Issuing Authority, and (if availa-

ble) confiscation of, or rendering as unusable, the old physical card.  Upon receipt of a notification, the prior 

Issuing Authority records the fact that it is not the jurisdiction of record for the person anymore.  Prior Issu-

ing Authorities typically do not take any further action, assuming that the new Issuing Authority deals with 

the old physical credential if presented.   

However, since the new Issuing Authority cannot “deal with” an old mDL, the old Issuing Authority now has 

the additional responsibility to revoke the mDL (i.e. to render it unfit for use).  It is recommended that this be 

performed within 30 days.  

9.2 OUT-OF-STATE/PROVINCE/TERRITORY CONVICTION 

Some jurisdictions may impound a person’s physical driver’s license at the roadside in cases of serious viola-

tions.   

For in-state/province/territory drivers, the mDL equivalent could be an immediate cancellation of a person’s 

mDL (see section 6), with the advantage that the identification function of the mDL can stay intact if the mDL 

holder so chooses. 

For out-of-state/province/territory drivers, it is recommended that Issuing Authorities immediately notify 

the driver’s state/province/territory of record about the situation.  In the US, this can be done via the S2S sys-

tem11. 

10 PROVISIONING 

10.1 INTRODUCTION 

After correctly identifying an applicant’s record in the Issuing Authority data repository, Issuing Authorities 

have the responsibility to: 

1. Ensure the effective, accurate and secure provisioning of an mDL holder’s mDL onto the mDL 

holder’s device.   

2. Before exchanging sensitive information with an mDL, confirm that mDL app and the hardware on 

which it is being presented, support the functional requirements of the Issuing Authority. 

 

11 This requires both states to be on functional release 6.2 or later. 
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At this time, standards, mechanisms and approaches according to which this can be achieved are being 

drafted.  Until such time as these standards can be referenced, Issuing Authorities should take extra care to 

achieve the goals noted. 

The remainder of this section provides guidance on select provisioning topics.  This section will be expanded 

as relevant standards become available. 

10.2 ENCRYPTION 

Communication between an Issuing Authority and an mDL device must be encrypted.  The process by which 

an encrypted channel is set up must not exchange information by which the mDL holder can be identified. 

10.3 REMOTE PROVISIONING 

10.3.1 For purposes of post-matched transactions 

In a post-matched transaction, the mDL device by and large is not a point of trust for the mDL verifier.  The 

mDL verifier trusts that the information received has not been changed based on a successful signature 

checking process using a public key the mDL verifier trusts to originate from a valid Issuing Authority.  An 

Issuing Authority on the other hand does need to place trust in the mDL device to adequately safeguard the 

mDL information while at rest. 

Neither of these are affected by whether the provisioning to an mDL device occurs in person or remotely.  

Consequently, remote provisioning in principle is acceptable. 

Nevertheless, an Issuing Authority should institute reasonable measures to ensure that an mDL is provi-

sioned onto the correct device (i.e. the device offered by the person to whom the mDL pertains).  This is the 

mDL equivalent to ensuring that a physical card makes it into the hands of the correct person (e.g. by mailing 

a card to the address on file). 

To this end, Issuing Authorities must always confirm “something the mDL holder is” (i.e. a biometric) against 

the Issuing Authority’s system of record, and additionally confirm at least one out of the following two au-

thentication factors before concluding a remote provisioning process: 

1. Something the mDL holder has. 

2. Something the mDL holder knows. 

In addition, the following apply: 

1. The authentication factors used must be independent of each other.  For example, a physical creden-

tial (something the mDL holder has) and an online account with the Issuing Authority (effectively 

something the mDL holder knows) are not independent of each other if the online account can be 

created or changed using only the physical credential. 

2. It may be possible to leverage 3rd party services to confirm “something the mDL holder knows”.  Care 

should however be taken to ensure such a service’s processes/questions are independent from the 
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other authentication factor used.  For example, if the other authentication factor is a physical creden-

tial (something the mDL holder has), the 3rd party’s process should not consider any information that 

is available on or could be obtained using the physical credential. 

3. NIST SP 800-63A, section 5.3.2, addresses “something the mDL holder knows” type questions.  Alt-

hough applicable specifically to initial identity establishment (“proofing”), the guidance also applies 

as a recommendation when using “something the mDL holder knows” as an authentication factor. 

4. Remote provisioning may not be appropriate for all credential holders.  It is recommended that Issu-

ing Authorities establish minimum requirements for which existing credential holders would qualify 

for remote mDL provisioning. 

5. Remote provisioning may not be appropriate for all platforms (device / operating system / app com-

bination).  It is recommended that Issuing Authorities determine which platforms qualify for remote 

provisioning.   

6. A remote provisioning process must not be used by an Issuing Authority to establish an identity rec-

ord.  Establishment of an identity record must occur in person. 

7. Remote provisioning can be facilitated by a provider.  Such a provider could perform pre-screening 

before submitting information collected from the applicant (for an mDL) to the Issuing Authority.  If 

an Issuing Authority makes use of such a provider, the Issuing Authority and the provider should 

agree beforehand on what information the provider should make available to the Issuing Authority in 

respect of provisioning requests that were not forwarded to the Issuing Authority. 

10.3.2 For purposes of pre-matched transactions 

The technical solution for pre-matched transactions is under development.  Nevertheless, in line with NIST SP 

800-63B 6.1.2.312 a credential holder will have to appear at the Issuing Authority in person (or undergo a su-

pervised remote process using hardware under control of the Issuing Authority) and be identified via bio-

metric means for the Issuing Authority to establish a suitably trustable binding13 between the mDL holder 

and the mDL holder’s device.  It is therefore recommended that Issuing Authorities prepare for pre-matched 

transactions by, at the earliest in person opportunity, establishing cryptographically verifiable information 

that can bind credential holders to their devices. 

10.3.3 For any purpose 

The Issuing Authority should notify the person whose identity is being provisioned of the activity.  This 

should be performed using a method other than the device involved (e.g. email, letter, other device). 

 

12 In discussions with NIST, section 6.1.2.3 of SP 800-63B was identified as applicable to binding an mDL to a 

person where the Issuing Authority has already established a record for the person previously. 

13 I.e. at IAL3.  At IAL2, a remote binding process using the mDL device could be possible. 
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10.4 MDL RECORD 

The mDL record maintained by an Issuing Authority must include the following: 

1. All functional data elements (see section 4.11) provisioned to an mDL. 

2. All supporting data provisioned to an mDL, e.g. cryptographic salts for message digests within the 

MSO. 

3. The current copy of the MSO (or MSOs) for the mDL holder’s device (or for each of the mDL holder’s 

devices, if active on more than one device at the same time). 

4. Public mDL cryptographic key material by which an mDL device can uniquely be identified. 

5. Logs of an Issuing Authority’s interaction with an mDL device, including: 

a. Timestamp 

b. Action performed.  At least the following actions must be captured:  

i. Provisioning request (including key material and identifying information within the 

signing request) and outcome (successful / unsuccessful) 

ii. Deletion action, by whom initiated (Issuing Authority or mDL holder), and outcome 

(successful / unsuccessful) 

iii. Update action, by whom initiated (Issuing Authority or mDL holder), and outcome 

(successful / unsuccessful) 

It is recommended that the record maintained by an Issuing Authority also includes the following: 

1. Whether or not the binding between the mDL holder and the mDL device was performed in person 

(see section 10.3.2). 

The following minimum retention periods are recommended: 

mDL record component Retention period 

All functional data elements provisioned to an mDL. As long as the mDL remains valid, and for 1 year 
thereafter. 

All supporting data provisioned to an mDL, e.g. crypto-
graphic salts for message digests within the MSO. 

30 days after an MSO was replaced or deleted, or 
30 days after the expiration date of the MSO, 
whichever comes earlier. 

The current copy of the MSO (or MSOs) for the mDL 
holder’s device (or for each of the mDL holder’s de-
vices, if active on more than one device at the same 
time). 

30 days after an MSO was replaced or deleted, or 
30 days after the expiration date of the MSO, 
whichever comes earlier. 
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mDL record component Retention period 

Public mDL cryptographic key material by which an 
mDL device can uniquely be identified. 

As long as the device remains bound to both the 
mDL and the mDL holder, and for 1 year thereaf-
ter. 

Logs of an Issuing Authority’s interaction with an mDL 
device.   

2 years 

10.5 CUSTOMER ACCOUNTS WITH VENDORS 

Some vendor solutions require a customer to establish an account directly (and completely separate from the 

Issuing Authority) with the vendor before an mDL can be provisioned.  It has been pointed out at effectively 

making the provisioning of a government issued identity credential preconditioned on the existence of such 

an account is new territory for Issuing Authorities. 

As long as a customer has the option of obtaining a physical government issued credential without needing a 

vendor account, requiring a vendor account for an mDL is not prevented by these Guidelines.  Nevertheless, it 

is recommended that Issuing Authorities be aware of all account creation requirements that may be imposed 

by vendors, and to decide if the terms associated with such an account are acceptable for its customers.  Is-

sues to specifically look out for include the following: 

• What customer data does the vendor collect? 

• What does the vendor do with customer data? 

• Does the vendor’s relationship with the customer allow the vendor to cancel or delete an mDL with-

out Issuing Authority involvement? 

10.6 PROVISIONING REASON CODES 

As the responsibility and legal authority to provision an mDL exists solely with an Issuing Authority, Issuing 

Authorities are required to provide mDL solution providers with a provisioning decision to either issue or not 

to issue an mDL when an mDL provisioning request is made by a customer.  Some mDL solution providers 

may request or require an Issuing Authority to provide them with a reason code when a decision has been 

made not to issue an mDL to the customer. 

Reason codes give the mDL solution provider helpful information that they can use to improve the perfor-

mance of their solution from a technical perspective. This can include improvements for the immediate cus-

tomer attempting to provision an mDL, and solution wide in the form of performance analytics on anony-

mized data. 

As outlined in Section 4 – Privacy and Security, privacy of an mDL holder has been paramount in the mDL de-

sign process from the start.  As such, it is important to preserve the privacy of an mDL holder before, during, 

and after they provision an mDL.  Therefore, Issuing Authorities must not provide a reason code to an mDL 

solution provider that is outside the scope of these implementation guidelines or otherwise prohibited by 

law. This ensures the data and information an Issuing Authority may or may not have is only released based 

on a careful consideration of the privacy, security, and operational implications. Following are two examples 
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in which reason codes may not be provided: An Issuing Authority may not provision an mDL based on their 

own jurisdictional business rules, such as a customer surrender of their physical identity document to 

another jurisdiction or the customer may be the subject of a fraud investigation. Providing a denial rea-

son code based on information within the Issuing Authority’s System of Record may provide an unneces-

sary intrusion into the privacy of a customer to the mDL solution provider, and in some cases the release 

of the information is prohibited by law. 

During mDL data refresh and life cycle management updates, a change in mDL issuance status may be re-

quired by an Issuing Authority.  As this change in mDL issuance status would not be for a technical reason and 

can occur during a provision request, no reason code shall be provided by the Issuing Authority to an mDL 

solution provider. 

Issuing Authorities that choose to provide reason codes to an mDL solution provider must utilize a standard-

ized set of reason codes to allow for uniformity in application, enabling multiple mDL solutions interacting 

with their system of record, and potential future transitioning between mDL solutions.  The standardized set 

of provisioning reason codes can be found in Appendix E.  An Issuing Authority is not required to use the en-

tire set of reason codes found in Appendix E if they choose to provide any reason codes in their solution.   

11 MISCELLANEOUS 

11.1 TERMS AND CONDITIONS DISCLOSURE 

It is expected that Issuing Authorities may have legal terms and conditions applying to an mDL service.  It is 

recommended that, in addition to ensuring the availability of the actual terms and conditions, Issuing Author-

ities communicate the terms and conditions to mDL holders in clear and simple language.  At minimum, this 

should be done before the mDL holder can share mDL information with an mDL verifier. 

Examples of such language are: 

“Only you can release your data.  Once released, you may have other means (e.g. local legislation) to 

control the subsequent use of your information by the receiving party.”   

“If you are asked to release data you feel uncomfortable sharing, do not share it.”   

“To keep your mDL active and your data secure, your data needs to be updated periodically.  You can 

choose to initiate this update yourself, or you can choose this to happen automatically.” 

“If you believe your digital identity data is being misused, report it [here].” 

11.2 INTERIM DOCUMENTS 

When a person has applied for a physical credential (DL or ID card) and the final card is not immediately 

available, a temporary document is typically issued.  The AAMVA Card Design Standard recommends that the 

interim document only be a receipt containing no security features and no photograph.  Such an interim docu-

ment is intended only as a proof of the transaction, and not intended for identification purposes.  The AAMVA 

Card Design Standard does however leave the option for the interim document to reflect a person’s driving 

privileges. 
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Issuing Authorities may have a need for a similar receipt, albeit in digital form, when dealing with mDLs.  Two 

cases, have been identified: 

1. The mDL applicant’s identity has been validated, e.g. in accordance with REAL ID rules, yet the Issu-

ing Authority’s process includes additional steps (such as to biometrically check in the Issuing Au-

thority’s own database that the person has only one record).  In this case, it is recommended that the 

Issuing Authority issues the final mDL. 

2. The mDL applicant’s identity validation has not concluded.  In this case, it is recommended that the 

Issuing Authority only issues a receipt, and not an mDL.  Such a receipt could be rendered inside the 

mDL app the Issuing Authority uses; however, the format and content would be jurisdiction specific 

and not intended to be interoperable. 

11.3 DATA PRESENTATION 

Data elements defined in ISO/IEC 18013-5 follow ISO units of measurement, e.g. yy.mm.dd for date, and me-

ter for length.  It is recommended that Issuing Authorities ensure that mDL apps and readers have the capa-

bility to display such information using local conventions and units of measurement. 

Similarly, mDL apps (and mDL readers) can support different display languages without affecting the interop-

erability of the underlying mDL data.  This allows Issuing Authorities to tailor the mDL app user interface 

(and mDL verifiers to tailor the mDL reader app user interface) to local needs. 

It is recommended that Issuing Authorities consult digital interface accessibility requirements (e.g. as set out 

in the Web Content Accessibility Guidelines) for purposes of mDL app design.  Issuing Authorities may also 

consider addressing accessibility requirements for mDL apps and mDL readers in their authorizing statutes. 

11.4 MDL ACCEPTANCE 

Especially as the mDL concept is in the beginning stages of being rolled out, acceptance will not be universal.  

While a federal agency such as the Transportation Security Agency (TSA) in the US may accept an mDL as a 

valid form of identification, the agencies may not yet accept an mDL.  In short, legal acceptability will vary 

from location to location. 

It is therefore recommended for Issuing Authorities to: 

1. Adequately inform mDL holders about legal acceptability in its own jurisdiction. 

2. Point out that legal acceptability in other jurisdictions will vary. 

3. Pursue measures to allow legal use in its own jurisdiction. 

Issuing Authorities should also be attentive to any bias that may emerge in the marketplace, either in respect 

of individuals having an mDL, or in respect of individuals that have a physical credential only and take appro-

priate action when needed. 

11.5 MDL APP PROCUREMENT SCHEMES 

Issuing Authorities broadly have the following options when it comes to the creation of an mDL app: 
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1. Build an mDL app in-house. 

2. Contract out the mDL app to a vendor. 

3. Allow mDL holders to bring their own mDL apps. 

Regardless, an Issuing Authority remains responsible for ensuring that the requirements and recommenda-

tions pertaining to the mDL app are followed.  Suitable mechanisms to achieve this must therefore be insti-

tuted by the Issuing Authority.  The mechanisms will vary depending on the situation. 

For example, an Issuing Authority that allows mDL holders to bring their own apps could do the following in 

respect of those apps: 

1. Publish a set of mDL app requirements; and 

2. Require apps presented by customers to be independently certified against the requirements.  The 

Issuing Authority would identify which certification entities it trusts. 
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APPENDIX A: MDL UPDATE/DELETE OPTION COMPARISON 

This document discusses various operational needs for updating or deleting mDL information on an mDL de-

vice.  These needs can be met in different ways, each of which has its own implications.  This appendix pro-

vides a comparison of the different ways in which these needs can be met.  The purpose is to help inform Issu-

ing Authorities about the features and implications to consider when deciding on the approach to follow.  

Note that the options outlined are not mutually exclusive; an Issuing Authority can pick different options de-

pending on the change in the mDL information.  For example, the approach for deleting an mDL in case of 

theft of a device may be different from the approach used when a person’s last name has changed.  The op-

tions are also not intended to be complete; an Issuing Authority may be able to devise hybrid or other op-

tions. 

Four options are considered here: 

1. Always let MSO expire; no push.  Under this option, an Issuing Authority will not initiate (“push”) any 

updates to an mDL.  Any update is always initiated by a request from the mDL holder.   

2. Always let MSO expire; no push.  Under this option, an Issuing Authority will not initiate (“push”) any 

updates to an mDL.  Any update is always initiated by a request from the mDL holder.  However, the 

Issuing Authority does inform the mDL holder via a notification that an update is available. 

3. Limited push: To minimize privacy concerns, the push action is limited to preventing the app from 

sharing information (via an ISO/IEC 18013-5 compliant interface) with any mDL verifier.  At the 

same time, the mDL holder is notified of the action and of the availability of an update.  The app can 

still be opened (there is no change to the app access control method), the mDL holder can still view 

all mDL information, and can request an update. 

4. Full push: This push action is initiated by the Issuing Authority.  Depending on the scenario, this can: 

a. Delete all mDL information (including the MSO, all logs, and all metadata), leaving only the 

app. 

b. Update the mDL to reflect a change in information.  The mDL holder is also notified of the 

update. 

The same four options can also be described as shown in the following table: 

# Op-
tion 

Issuing Authority action mDL holder action 

1 No 
push 
(1) 

No action required. If mDL holder selected automatic updates: Do nothing; up-
dated information will be obtained with next automatic up-
date initiated by mDL app. 

If mDL holder did not select automatic updates: Manually 
request update when mDL is needed and MSO has already 
expired. 
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# Op-
tion 

Issuing Authority action mDL holder action 

2 No 
push 
(2) 

Send notification to mDL 
holder that an update is availa-
ble. 

If mDL holder selected automatic updates: Do nothing; up-
dated information will be obtained with next automatic up-
date initiated by mDL app. 

If mDL holder did not select automatic updates: Manually 
request update when mDL is needed and MSO has already 
expired. 

In addition to the two courses of action above, the mDL 
holder can also decide to manually request an update upon 
receipt of notification from Issuing Authority. 

3 Lim-
ited 
push 

Send to mDL: 

1. Instruction that prevents 
app from sharing mDL in-
formation with mDL 
reader. 

2. Notification to mDL holder 
(about action taken and 
that update is available). 

If mDL holder selected automatic updates: Do nothing; up-
dated information will be obtained with next automatic up-
date initiated by mDL app.  No mDL transactions are possi-
ble in the meantime. 

If mDL holder did not select automatic updates: Manually 
request update when mDL is needed. 

In addition to the two courses of action above, the mDL 
holder can also decide to manually request an update upon 
receipt of notification from Issuing Authority. 

4 Full 
push 

Send to mDL: 

1. Update. 

2. Notification of update. 

No action required. 

 

The options can be compared as reflected in the table below. 

Evaluation criterion #1 
No push 

(1) 

#2 
No push 

(2) 

#3 
Limited push 

#4 
Full push 

When phone gets stolen, period during 
which all mDL data remains potentially ac-
cessiblea 

Indefi-
nitely 

Indefi-
nitely 

Indefinitely Until successful 
completion of 
the push ac-
tionb 

When phone gets stolen, period during 
which mDL remains potentially usable (for 
post-matched transactions) 

Until the 
MSO ex-
pires 

Until the 
MSO ex-
pires 

Until successful 
completion of 
the push actionb 

Until successful 
completion of 
the push ac-
tionb 
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Evaluation criterion #1 
No push 

(1) 

#2 
No push 

(2) 

#3 
Limited push 

#4 
Full push 

When driving privileges get revokedc, period 
during which driving privileges remain 
sharable (and will look valid to the mDL ver-
ifier) 

Until the 
MSO ex-
pires 

Until the 
MSO ex-
pires 

Until successful 
completion of 
the push actionb 

Until successful 
completion of 
the push ac-
tionb 

Relative desirability as seen from a privacy 
advocacy point of viewd. 1 = Least desirable; 
most privacy invasive; 5 = Most desirable; 
least privacy invasive 

5 4.5e 1.5f 1 

a The method by which access to the app is controlled is up to each Issuing Authority.  The probability of 
unauthorized access depends on the strength of the access methods employed.  An Issuing Authority 
should consider this probability when weighing this evaluation criterion against the other evaluation crite-
ria. 

b Push actions depend on the availability of a data connection to the mDL app. 

c This also applies to other changes in mDL information, e.g. a change in address.  In the context if the com-
parison in the table, driving privilege revocation is most relevant.  If other scenarios are specifically im-
portant for an Issuing Authority (e.g. to be able to limit the number of devices on which a person can simul-
taneously hold an mDL, including when a person wants to move an mDL to a new device), additional evalu-
ation criteria can be added.  The comparison should remain the same though. 

d The ratings provided are not definitive and should be reviewed considering each Issuing Authority’s pri-
vacy environment. 

e Sending a notification to an mDL requires a transaction between the Issuing Authority and the mDL 
holder.  Any transaction generates data about an mDL holder.  Consequently, Option 2 is seen as less desir-
able from a privacy point of view compared to Option 1 (which does not include this data point). 

f Compared to Option 4, Option 3 is slightly more desirable since the mDL holder controls when the update 
to the mDL information is applied. 
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APPENDIX B: MANDATORY REQUIREMENT LIST; CERTIFICATION TYPE 

The table in this appendix is a summary of requirements that are mandatory for Issuing Authorities that want to comply with the AAMVA mDL Imple-

mentation Guidelines.  Compliance with these requirements is also needed for Issuing Authorities that want to join the AAMVA Digital Trust Service 

(DTS). 

The table also specifies, in the last column, the type of certification required if an Issuing Authority decides to join the AAMVA DTS.  In this column, 

“independent expert certification” means certification by an entity with proven expertise and whose daily operations are not under the control of the 

entity being certified.  The information in the last 3 columns of the table is maintained by the AAMVA Identity Management Committee.  The current 

information applies specifically to states wanting to join the MVP version of the DTS.  For the MVP, it is recognized that not all implementations may 

initially comply with all requirements, and that the AAMVA Identity Management Committee (with the necessary feedback to the AAMVA Board) has 

the flexibility to grant exceptions provided it does not undermine the tenets of the DTS. 

Requirement Page Risk of non-
compliance 

Certification steps Certification type  

Issuing authorities electing to follow the guidance in this document 
must adhere to ISO/IEC 18013-5, including as qualified in this docu-
ment. 

9 Interoperability 
issues; security 
issues 

Compare app/wal-
let/PKI against 
18013-5. Requires 
test platform/certi-
fied reader, and de-
tailed test plan 

Independent expert 
certification, except 
for the certificate re-
quirements listed in 
Appendix D.  The re-
quirements listed in 
Appendix D can be 
self-certified. 

Issuing authorities must populate the standard ISO vehicle category 
codes in addition to populating the domestic information 

23 Interoperability 
issue 

Check IA-specific 
mapping document.  

Test using test plat-
form / certified 
reader. 

Self-certified 

Independent expert 
certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

The issuing authority shall identify age questions that are common in 
its jurisdiction, and shall include in an mDL an age_over_NN statement 
for each of these ages for the mDL holder. 

24 Less privacy pre-
serving 

Confirm existence of 
IA’s common age 
questions.   

 

Self-certified 

 

Confirm presence of 
common age state-
ments in mDL 

Independent expert 
certification 

Building on the requirements for a signature image in ISO/IEC 18013-1 
and in the AAMVA Card Design Standard, if present the signature image 
must be an accurate and recognizable representation of the original 
signature. 

27 Inability to use 
mDL signature to 
compare against 
physical signa-
ture  

Check mDL app 
functionality 

Self-certified 

In case the request was received electronically, the mDL app must 
clearly convey what data was requested, and whether the mDL verifier 
intends to retain the information.  If the request is presented in sum-
marized form in the user interface (e.g. “Identity and driving privilege 
data” as opposed to “First Name, Last Name, DOB, Driving privileges”), 
means must be available to give the mDL holder visibility of the details 
of such a summarized form, both before and during a transaction. 

32 Less privacy pre-
serving 

Data retention 
w/o knowledge 

Less mDL holder 
control 

Check mDL app 
functionality 

Self-certified 

 

Check that the infor-
mation released by a 
holder is actually all 
and only what is re-
ceived by a verifier 

Independent expert 
certification 

The mDL app must provide the mDL holder full control over which data 
elements to share with the mDL verifier. 

32 Less privacy pre-
serving 

Less mDL holder 
Control 

Check mDL app 
functionality 

  

Self-certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

The app must support a graceful and informed exit from the request if 
the holder opts not to share the portrait image when requested. 

32 Suboptimal user 
experience 

Check mDL app 
functionality 

 

Self-certification 

 

If blanket sharing options are used, measures must be implemented to 
ensure that the mDL holder remains aware of what is being released 
when such an option is in effect.  An mDL holder must also be able to 
opt out of or cancel any blanket sharing function. 

32 Less privacy pre-
serving 

Less holder con-
trol 

Check mDL app 
functionality 

 

Self-certification 

mDL information must be stored in encrypted form. 33 Less privacy pre-
serving 

Requires test plat-
form 

Independent expert 
certification 

Private key material must be protected in a security module designed 
for the safekeeping of key material. 

33 Possibility of 
copying mDL to a 
different device 

Possibility of in-
secure transac-
tion communica-
tion channel 

Review detailed key 
management proce-
dures 

Independent expert 
certification 

The mDL holder must be authenticated when any mDL data is accessed 
or released, at a point in time that is sufficiently close (as determined 
by the Issuing Authority) to the time of the access or release.  Issuing 
Authorities that want to leverage device unlocking to protect mDL data 
must include measures to ensure that this feature has not been disa-
bled by the mDL holder 

33 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

• mDL data must be released to an mDL verifier only via the fol-
lowing: 

o an ISO/IEC 18013-5 compliant interface. 

o an ISO/IEC 18013-7 compliant interface. 

o As an alternative to ISO/IEC 18013-7, an over-the-In-
ternet interface as envisioned in Appendix C that: 

▪ Complies with Appendix C items 2.b and 2.f, 
and  

▪ Has been approved by the AAMVA Identity 
Management Committee. 

For sharing mDL data between apps on a phone via an interface other 
than those listed above, an interface compliant with Appendix C items 
2.b and 2.f and that has been approved by the AAMVA Identity Manage-
ment Committee. 

33 Less privacy pre-
serving 

Interoperability 
issues 

Check mDL app 
functionality 

Test using test plat-
form / certified 
reader. 

Self-certification, pos-
sibly based on a writ-
ten confirmation from 
the app vendor that 
the app complies with 
the requirement 

 

The mDL app must be capable of maintaining an activity log. 33 Less holder visi-
bility about ac-
tivity 

Check mDL app 
functionality 

Self-certification 

The mDL app must allow the mDL holder to decide if an activity log 
must be maintained or not. 

33 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 

The activity log and related settings must be accessible only to the mDL 
holder 

33 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 

The activity log must allow for the recording of all mDL transactions. 33 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

At minimum, the following must be recordable for any transaction: 
Transaction timestamp; type of transaction (e.g. update or data shar-
ing); in case of a data sharing transaction the data that was shared, and 
to the extent that it can be gathered, information about the identity of 
the mDL verifier. 

33 Less privacy pre-
serving 

Inability to know 
with whom mDL 
data has been 
shared  

Check mDL app 
functionality 

Self-certification 

The mDL app must provide an option to the mDL holder to export the 
activity log. 

34 Less means for 
holder to keep 
record of activity 

Check mDL app 
functionality 

Self-certification 

Any synchronization features that are provided must adhere to the fol-
lowing: 

1. Synchronization must be an option that can be enabled or disabled 
by the mDL holder.  The process to enable synchronization must 
require the mDL holder to prove access to both devices. 

2. Synchronization must occur directly between the devices in ques-
tion.  A synchronization action must not give visibility of any of the 
following to anyone other than the mDL holder, or to anyone other 
than entities that already know that the mDL holder has an mDL on 
more than one device: 

a. Activity log information. 

b. Activity log settings. 

c. The fact that a synchronization action/selection took 
place. 

d. Any information that may convey that the mDL holder 
has an mDL on more than one device. 

34 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification, pos-
sibly based on a writ-
ten confirmation from 
the app vendor that 
the app complies with 
the requirement 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

An mDL holder must have the capability to delete the mDL holder’s 
mDL from the mDL holder’s device.  Such deletion: 

1. Must delete all mDL information, log information, and any 
metadata (e.g. settings) that could impart information about the 
deleted mDL or its use.   

2. Must not require approval by the Issuing Authority.   

3. Must be an option available to an mDL holder on the mDL device. 

4. Must be possible when the mDL device is offline. 

 

34 Less privacy pre-
serving 

Less holder con-
trol 

Check mDL app 
functionality 

Self-certification 

 

It must not be possible for someone other than the mDL holder or the 
Issuing Authority to delete (or suspend) an mDL. 

34 Less privacy pre-
serving 

Less holder con-
trol 

Check mDL app 
functionality 

Self-certification 

 

An mDL holder must have the capability to delete activity log infor-
mation (as defined in section 4.4) the mDL holder may previously have 
elected to maintain. 

35 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 

Any stakeholder (including Issuing Authorities, technology providers, 
service providers and mDL verifiers) must not track mDL holders or 
the usage of any mDL except as required by law (e.g. when a drug store 
dispenses products containing ephedrine). 

35 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 

 

Issuing Authorities must minimize the sharing of static or long-lived 
metadata 

35 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-Certification 

 

An mDL must not allow access to the mDL information by anyone other 
than the mDL holder. 

36 Less privacy pre-
serving 

Check mDL app 
functionality 

Self-certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

An Issuing Authority must endeavor to provide full transparency to an 
mDL holder about all the features supported by an mDL app. 

36 Holder misuse of 
app 

Check mDL App 
functionality 

Self-Certification 

 

An mDL holder must be able to view all functional data elements if the 
mDL holder so chooses.  The functional data elements comprise the fol-
lowing fields: 

• Data elements listed in Table 5 of ISO/IEC 18013-5. 

• The data elements appended to Table 5 of ISO/IEC 18013-5 by 
section 3.1 of this document. 

• The contents of the signed, validFrom, validUntil, and 

expectedUpdate (if present) data elements from the mobile 

security object (MSO). 

• Data elements in Issuing Authority specific namespaces. 

 

37 Holder distrust 
of mDL content 

Check mDL App 
functionality 

Self-Certification 

Issuing authorities that choose to implement multiple solutions must 
use a different IACA root key pair for each solution.  

38 Negative impact 
on remaining 
compliant solu-
tions 

 Self-Certification 

The mDL holder must be notified of any push action. 40 Holder privacy 
concerns 

Check mDL App 
functionality 

Self-Certification 

Issuing Authorities must continue to offer physical credentials to cus-
tomers. 

45 Inability for 
holder to prove 
identity 

Review jurisdic-
tional statutes/regu-
lations for physical 
card issuance re-
quirement 

Self-Certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

Issuing Authorities must  render information on a mobile device in a 
way that it does not create the impression that it can be used as a “flash 
pass”.  

45 Fraudulent use 
of credential 

Check mDL App 
functionality 

Self-Certification 

Issuing Authorities must always confirm “something the mDL holder is” 
(i.e. a biometric) against the Issuing Authority’s system of record, and 
additionally confirm at least one out of the following two authentica-
tion factors before concluding a remote provisioning process: 

1. Something the mDL holder has. 

2. Something the mDL holder knows. 

 

47 mDL provisioned 
onto a wrong de-
vice 

Check jurisdictional 
provisioning proce-
dures 

Self-Certification 

The authentication factors used must be independent of each other. 47 mDL provisioned 
onto a wrong de-
vice 

Check jurisdictional 
provisioning proce-
dures 

Self-Certification 

A remote provisioning process must not be used by an Issuing Author-
ity to establish an identity record.  Establishment of an identity record 
must occur in person. 

48 Fraudulent rec-
ord established 

Check jurisdictional 
provisioning proce-
dures 

Self-Certification 

The mDL record maintained by an Issuing Authority must include the 
following: All functional data elements (see section 4.11) provisioned 
to an mDL. 

49 IA unable to con-
firm what was is-
sued 

Check IA issuance 
record for mDL 

Self-Certification 

The mDL record maintained by an Issuing Authority must include the 
following: All supporting data provisioned to an mDL, e.g. crypto-
graphic salts for message digests within the MSO. 

49 IA unable to con-
firm what was is-
sued 

Check IA issuance 
record for mDL 

Self-Certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

The mDL record maintained by an Issuing Authority must include the 
following: The current copy of the MSO (or MSOs) for the mDL holder’s 
device (or for each of the mDL holder’s devices, if active on more than 
one device at the same time). 

49 IA unable to con-
firm what was is-
sued 

Check IA issuance 
record for mDL 

Self-Certification 

The mDL record maintained by an Issuing Authority must include the 
following: Public mDL cryptographic key material by which an mDL de-
vice can uniquely be identified. 

49 IA unable to 
properly admin-
ister mDL issu-
ance 

Check IA issuance 
record for mDL 

Self-Certification 
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Requirement Page Risk of non-
compliance 

Certification steps Certification type  

6. The mDL record maintained by an Issuing Authority must in-

clude the following: Logs of an Issuing Authority’s interaction 

with an mDL device, including: 

a. Timestamp 

b. Action performed.  At least the following actions must 

be captured:  

i. Provisioning request (including key material 

and identifying information within the signing 

request) and outcome (successful / unsuc-

cessful) 

ii. Deletion action, by whom initiated (Issuing 

Authority or mDL holder), and outcome (suc-

cessful / unsuccessful) 

iii. Update action, by whom initiated (Issuing Au-

thority or mDL holder), and outcome (suc-

cessful / unsuccessful) 

 

49 Inability to audit 
issuances 

Check IA issuance 
record for mDL 

Self-Certification 
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APPENDIX C: MDL USE “OVER-THE-INTERNET” 

Stakeholders in the mDL ecosystem generally agree that use of an mDL “over-the-Internet” is a highly desira-

ble feature, and presents unique security and usability challenges.  However, as of the date of this document, 

standards supporting such use are still in development. 

As of the date of this document, the OpenID4VP and Rest API14 protocols were expected to be published 

shortly in ISO/IEC 18013-7.  These protocols have been demonstrated to work in numerous interoperability 

events.  While being solid starting points, the mdoc and mdoc-openID4VP URI schemes used in these proto-

cols also have limitations when used to invoke the wallet. Examples of limitations include (but are not limited 

to)15 the following: 

• When using the custom URI scheme on iOS, the developer documentation notes that "If multiple apps 

register the same scheme, the app the system targets is undefined. There’s no mechanism to change 

the app or to change the order apps appear in a Share sheet." (See  https://github.com/WICG/digital-

identities/blob/main/custom-schemes.md for more information.) 

• Discussions are circulating around the possible deprecation of support for certain URI schemes that 

may cause implementations to break (see https://github.com/WICG/digital-identi-

ties/blob/main/custom-schemes.md  for more information). 

• The custom URI scheme only provides for wallet selection based on protocol.  If more than one wallet 

is available, the mDL holder must make the selection, and may choose the wrong wallet.  

• Custom URI schemes require apps to ensure protection from malformed input data.  Further solu-

tions that assist in executing this protection can be helpful. 

• Custom URI schemes limit the extent to which the browser can protect the user. 

• When using the Rest API, the web page and/or the wallet needs to take steps to ensure that the user 

ends up back in the browser page from which the credential was requested.  These steps are not 

standardized and can be platform specific.  As a result, users may not always end up back on the 

browser page from which the credential was requested. 

The protocols are also susceptible to an attack where a victim authenticates for a session at a relying party 

that is under the attacker’s control, or more specifically, when an attacker interacts with a relying party to 

generate a link to then forward that link to a victim to have the victim complete the process on behalf of the 

attacker.  While solutions exist, they are not complete: 

• For device retrieval to a website, the solution is for the user agent to provide the domain origin to the 

mdoc application.  Certain browsers have settings that can prevent the domain origin information 

from being provided by the user agent.  In addition, some browsers do not support providing the do-

main origin information via schemes.  In situations like these, if the presentment is performed, en-

gagement information can be forwarded by an attacker and the mDL holder is vulnerable to the 

above attack. 

• For OpenID4VP, a solution is for the mdoc reader to maintain the binding between the user session 

and the nonce authorization request parameter.  While a reader is required to implement a mecha-

nism to maintain the binding, ISO/IEC 18013-7 does not define one.  In addition, absent a list of 

trusted readers (that are confirmed to maintain the binding, and that can be used by the mdoc to 

make/inform decisions about the transaction), the mdoc does not have a way to check if the binding 

 

14 Technically, the “device retrieval to a website” protocol. 

15 Source: WG10N2408, an open access draft of ISO/IEC 18013-7. 

https://github.com/WICG/digital-identities/blob/main/custom-schemes.md
https://github.com/WICG/digital-identities/blob/main/custom-schemes.md
https://github.com/WICG/digital-identities/blob/main/custom-schemes.md
https://github.com/WICG/digital-identities/blob/main/custom-schemes.md
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is maintained.  If the binding is not maintained and the presentment is performed, engagement infor-

mation can be forwarded by an attacker and the mDL holder is vulnerable to the above attack. As of 

the date of this document, discussions to find a solution were occurring in the OpenID Foundation 

(see https://github.com/openid/OpenID4VP/issues/65). 

The concept of a browser API has been identified as another way in which the use of an mDL “over-the-Inter-

net” could be supported.  As of the date of this document, a browser API standard was being incubated in 

W3C.  It is also recognized that development in W3C often involves the production release of a solution before 

finalizing a standard.  This means that if a usable version of the browser API were to be produced, it would 

likely be available before a final browser API standard was published.  Work was also occurring in the OpenID 

Foundation on this front.  This specifically covered use of the browser API to mediate OpenID4VP requests to 

the appropriate wallet application once the browser API is more formalized (see 

https://github.com/openid/OpenID4VP/issues/125). 

The above information makes it clear that solutions for using an mDL “over-the-Internet” are still evolving.  

Early adopters of ISO/IEC 18013-7 can expect to see updates to ISO/IEC 18013-7 in the future, and can expect 

to encounter improved production-ready solutions before being reflected or referenced in a published ver-

sion of the standard.   

At the same time, some Issuing Authorities (as well as NIST via their NCCoE project – see 

https://www.nccoe.nist.gov/projects/digital-identities-mdl) have expressed an interest in participating in 

the evolution of “over-the-Internet” mDL solutions.  To assist these Issuing Authorities, a set of functional re-

quirements for such solutions have been compiled (see below).  This set of functional requirements is in-

tended to maximize backward compatibility with ISO/IEC 18013-7, support interoperability, minimize the 

opportunity for vendor lock-in, and to at least maintain, if not improve on, the security and privacy properties 

already embodied in ISO/IEC 18013-7.  It is suggested that Issuing Authorities (that want to participate in the 

evolution of “over-the-Internet” mDL solutions) consider requiring wallets/apps into which it provisions 

mDLs to comply with the functional requirements.  Note the following: 

• The list is neither exhaustive nor definitive – when experimenting and testing Issuing Authorities 

may add additional requirements or omit requirements as they see fit. 

• See section 4.3 for the requirements that would apply (to an over-the-Internet solution other than 

ISO/IEC 18013-7) to join or remain in the DTS. 

Requirements: 

1. For an Issuing Authority that implements ISO/IEC 18013-7, the wallet/app must support the ISO/IEC 

18013-7 protocols that the Issuing Authority decides to implement.  The intent with this requirement 

is to maintain compatibility with what is expected to be in the initial version of ISO/IEC 18013-7.  Is-

suing authorities can weigh their appetite for risk (given the implementation and security considera-

tions of the custom URI scheme employed by both protocols) against their desire for backwards com-

patibility with ISO/IEC 18013-7 (taking into account adoption by relying parties) when deciding 

whether or not to include this requirement. 

https://github.com/openid/OpenID4VP/issues/65
https://www.nccoe.nist.gov/projects/digital-identities-mdl
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2. The wallet/app must support the developing browser API being developed within W3C16, to the ex-

tent that it may be available, provided that the browser API adheres to the following17: 

a. Works with the wallet(s)/app(s) of choice of the IA, within reason.  The intent with this re-

quirement is to prevent a situation where an Issuing Authority prefers a generally available 

/ mainstream wallet/app but the browser API / operating system combination does not sup-

port the app/wallet, or does not provide the same access to browser API / operating system 

features to all apps/wallets.  Issuing Authorities should use discretion when applying this 

requirement. 

b. Provides protection against engagement/request information being forwarded by an at-

tacker to an mdoc by binding the presentment to the originating request channel.  See clause 

6.5 in ISO/IEC 18013-7. 

c. Acts as an engagement mechanism that also supports Rest API and/or OpenID4VP (with 

changes as necessary) as data transfer protocols to maintain general compatibility with what 

is expected to be in the initial version of ISO/IEC 18013-718.  

d. Minimizes the information an RP has to provide to the browser API in order to ultimately 

retrieve information (with user consent) from the wallet/app (see notes below). 

e. Provides neutral document selection functionality, i.e. where the browser API does not at-

tempt to influence holder choice19.  

f. Provides, or is used with, a data transfer protocol that complies with the following technical 

requirements: 

i. Allows the mDL verifier to convey information20 to the wallet/app, functionally sim-

ilar (both in terms of content and authentication21) to what can be conveyed via the 

mdoc reader public key certificate in ISO/IEC 18013-5. 

ii. Delivers a message equivalent in function to the DeviceRequest message (maintain-

ing the concepts of the doctype(s), namespace(s) and field identifiers as described in 

ISO/IEC 18013-522) to the wallet/app. 

 

16 See https://github.com/WICG/identity-credential  

17 It is recognized that neither Issuing Authorities nor wallet/app providers (in that role) control the W3C pro-

cess.  The intent therefore is for this set of functional requirements to inform the work within W3C, including 

via stakeholders that are active in both the wallet/app and browser API areas. 

18 This requirement may become redundant if the changes to REST API or OpenID4VP are significant.  This 

requirement may also become redundant if the eventual browser API solution provides the same data transfer 

functionality as Rest API or OpenID4VP, and if other benefits of the browser API (e.g. easier implementation by 

relying parties) outweigh concerns there may be (e.g. limited choice). 

19 Holder choice of which wallet to present at transaction time is an important and much discussed topic; how-

ever, since a holder will most likely have an mDL in only one wallet on a particular device, the more likely choice 

to be faced by a holder is which document to share when a relying party identifies multiple acceptable docu-

ments, e.g. an mDL and a passport. 

20 Including identifying information of the mDL verifier, attestation information applicable to the mDL verifier 

(e.g. that the mDL verifier has obtained a privacy certification from a certification body), and other information 

such as the key for response encryption. 

21 “Authentication” as used here refers to the ability of the mdoc to confirm the authenticity of the information 

received from the mdoc reader with the same (or better) level of trust possible in ISO/IEC 18013-5. 

22 As of the date of this document, an amendment to ISO/IEC 18013-5 was being worked on.  This amendment 

included updates to the DeviceRequest and DeviceResponse messages.  “ISO/IEC 18013-5” as used here in-

cludes these amendments to the extent they have been finalized. 

https://github.com/WICG/identity-credential
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iii. Accepts a DeviceResponse message (equivalent in function to the DeviceResponse 

message described in ISO/IEC 18013-522) as a response from the wallet/app. 

iv. Implements application layer encryption for the response from the wallet/app, 

where the encryption complies with the following: 

1. The encryption scheme uses an asymmetric key algorithm to derive an 

ephemeral symmetric key that is used to encrypt the response. 

2. The session transcript as defined in 18013-7/18013-5 is used as part of key 

derivation. 

v. Is fully specified, i.e. does not include options that, when exercised in any way, could 

lead to non-interoperability. 

As this space matures, these suggested requirements will be replaced with more definitive requirements (in 

line with what can be found in the rest of this document). 

 

Notes on minimizing the information a relying party has to provide to the browser API in order to ulti-

mately retrieve credential information (with user consent) from the wallet/app 

When considering what information a browser API needs from a relying party, the two competing goals that 

follow below are encountered.  The discussion on resolving these competing objectives is ongoing, and may 

uncover more items to consider.  The intent of this section is to support Issuing Authorities participating in 

these discussions. 

1. Maximize the mediating role of the browser API in order for the browser to provide a smooth user 

experience, and to protect users.  In current (March 2024) browser API proposals (see 

https://wicg.github.io/digital-identities/), this entails visibility of the full request from a relying 

party to the wallet/app.  It has been explained that knowledge of the full request can assist browsers 

as follow: 

a. User experience: With the necessary registration information from wallet/apps, the operat-

ing system can prompt the user once to confirm the document to be shared, and at the same 

time obtain user consent, before passing the request and consent to the wallet/app, which, 

because consent has already been obtained, does not have to open another user interface.  

Variations on this approach, e.g. requiring the mDL holder to still provide consent in the wal-

let/app user interface, are possible, albeit potentially with more friction. 

b. User protection:  Potentially questionable relying parties can be blocked when asking for 

more sensitive information. 

It has also been pointed out that relying parties may use 3rd party providers to implement their REST 

API / OpenID4VP identity verification flows.  This could lead to increased mDL holder tracking and 

other privacy challenges.  A browser API that provides for both engagement and data transfer would 

mitigate this risk associated with 3rd party providers, albeit at the expense of increasing a browser 

vendor’s ability to do the same (see below).  

2. Minimize the mediating role of the browser API in order to maximize holder privacy, minimize loss of 

Issuing Authority and mDL holder sovereignty, and maximize creation of an equal playing field. 

a. Holder privacy: Even though a request to an mDL holder does not contain any PII, being able 

to compile data on what fields are requested from a particular mDL holder is leaking behav-

ioral information.  Having visibility of the data elements requested provides a browser ac-

cess to additional data points reflective of the mDL holder’s online behavior.  How much 

more this may be than what a browser already knows or can derive/deduce (e.g. using AI) 

from what is already visible to the browser is a point of debate. 

https://wicg.github.io/digital-identities/
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b. Issuing authority and mDL holder sovereignty:  In the physical card world, an Issuing Au-

thority issues a card that the DL/ID card holder can use anywhere.  In the digital world, the 

larger the mediating role of a browser API, the more the browser vendor can limit this sover-

eignty.  For example, the browser vendor can: 

i. Limit the protocols used for data transfer.  Fewer data transfer protocols minimize 

competition and options for Issuing Authorities, and allow more opportunity for a 

browser vendor to include features in its browser data transfer solution that are 

undesirable to Issuing Authorities. 

ii. Exclude specific relying parties from receiving data from a particular credential 

type.  Although it is true that the ability to limit relying parties’ interaction with a 

wallet/app already exists even when the information provided to the browser API is 

minimized, the more information is provided the more fine-grained such limitation 

can be applied. 

c. Equal playing field: Some providers of browsers are also wallet/app providers.  The bigger 

the mediating role of a browser API, the more opportunity there is for a browser provider to 

favor its own wallet.  For example, operating system vendors may allow their own wal-

lets/apps a smoother browser API integration than other wallets/apps.   
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APPENDIX D: CERTIFICATE REQUIREMENTS TO WHICH COMPLIANCE CAN BE SELF-
CERTIFIED 

REQUIREMENTS 

Compliance with the following certificate requirements from ISO/IEC 18013-5 clause B.1.1 can be self-certi-

fied by an Issuing Authority when applying to join the MVP DTS.  AAMVA is available to assist Issuing Authori-

ties with validating certificate conformance. 

Requirements 
Risk of Non-Com-

pliance 

The IACA root certificate shall use the IACA root certificate profile as defined in 
ISO/IEC 18013 clause B.1.2 

Improperly defined 
CA 

If an IACA link certificate is created, it shall use the IACA link certificate profile as 
defined in ISO/IEC 18013-5 clause B.1.3 

Unable to rotate 
keys 

For issuer data authentication (see ISO/IEC 18013-5 clause 9.1.2), the issuing au-
thority shall use the mDL document signer certificate profile as defined in ISO/IEC 
18013-5 clause B.1.4. This certificate is included in the x5chain element of Issu-
erAuth (see ISO/IEC 18013-5 clause 9.1.2.4).  The IACA root certificate shall not be 
included in the x5chain element. 

Unable to sign and 
authenticate mDL 

TLS server certificates (see ISO/IEC 18013-5 clause 9.2.1) shall use the TLS server 
certificate profile as defined in ISO/IEC 18013-5 clause B.1.6 

Unable to do server 
retrieval  

If a certificate that is issued by an IACA root certificate indicates support for OCSP, 
the OCSP signer certificate shall comply with the OCSP signer certificate profile as 
defined in ISO/IEC 18013-5 clause B.1.9. 

Optional for certifi-
cate revocation 

The CRL indicated in an IACA root certificate, an IACA link certificate and any certifi-
cate signed by an IACA root certificate shall comply with the requirements in 
ISO/IEC 18013-5 clause B.2. 

Unable to properly 
revoke certificates 
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IACA ROOT CERTIFICATE FORMATTING REQUIREMENTS  

A summary of the IACA Certificate formatting requirements follows below for the convenience of Issuing Authorities. The summary is based on 

ISO/IEC 18013-5 and incorporates the qualifications in this document.  

 

Certificate 
Compo-

nent 

Sub-compo-
nent 

RFC 
5280 

Section 
Refer-
ence 

Presence 
Critical-
ity Mark 

Format Value Comment 

Version    4.1.2.1  Mandatory      Shall be v3. 
 

Serial num-
ber  

  4.1.2.2  Mandatory   Non-sequential positive, 
non-zero integer, shall 
contain at least 63 bits, 
should contain at least 71 
bits of output from a 
CSPRNG, maximum 20 
octets.  

    

Signature    4.1.2.3  Mandatory     Shall match the OID in the signa-
ture algorithm (see Signature 
Value). 

 

Issuer   4.1.2.4  Mandatory     

 countryName Mandatory   C=XX 
The value shall be in up-
per case, and shall be 
PrintableString. 

Shall contain the ISO 3166-1 al-
pha-2 code of the issuing coun-
try, exactly the same value as in 
the issuing country data ele-
ment. 

Attributes that have a DirectoryString and for 
which the encoding is not listed above shall be 
either PrintableString or UTF8String. 

stateOrProv-
inceName 

Mandatory   S=XX-YYY as defined in 
ISO 3166-1 and ISO 
3166-2:2020, if the 
issuing_jurisdiction 
element is present on the 
mDL 

Shall hold the same value as in 
the end-entity certificates, 
where it shall be present. 
The value shall exactly match 
the value of the data element “is-
suing_jurisdiction”, if that ele-
ment is present on the mDL. 

organization-
Name 

Optional   At discretion of Issuing 
Authority 

At the discretion of the IACA. 

commonName Mandatory   At discretion of Issuing 
Authority 

At the discretion of the IACA. 

serialNumber Optional   ASN .1 printableString   

Validity  4.1.2.5 Mandatory     
  Not before 

 
Mandatory   YYMMDDHHMMSSZ Date on which the certificate va-

lidity period begins, in UTC. 
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Certificate 
Compo-

nent 

Sub-compo-
nent 

RFC 
5280 

Section 
Refer-
ence 

Presence 
Critical-
ity Mark 

Format Value Comment 

Not after 
 

Mandatory   YYMMDDHHMMSSZ  Maximum of 20 years after “Not 
before” date, in UTC. 

The 20-year validity period results from the pos-
sibility of using the IACA root certificate for issu-
ing an IDL according to ISO/IEC 18013-3, which 
allows the use of DS certificates with validity pe-
riods up to 15 years. If the IACA root certificate is 
only used to issue mDLs, a maximum validity pe-
riod of 9 years is sufficient. 

Subject    4.1.2.6  Mandatory    Same exact binary value as Is-
suer.  

  

Subject 
public key 
info  

  4.1.2.7  Mandatory         

 algorithm   Mandatory    1.2.840.10045.2.1 (Elliptic 
curve) 

 

 parameters   Mandatory   
  
  
  

 Implicitly specified curve pa-
rameters through an OID associ-
ated with one of the following 
curves specified in FIPS PUB 
186-4: 
•1.2.840.10045.3.1.7 (Curve P-
256) 
•1.3.132.0.34 (Curve P-384) 
•1.3.132.0.35 (Curve P-521) 

 

 sub-
jectPublicKey 

  Mandatory       Public key shall be encoded in uncompressed 
form. 

X.509v3 
extensions   

  4.2 Mandatory       Further extensions may be present if they are 
marked non-critical.  

Subject key 
identifier 

  4.2.1.2 Mandatory Non-
critical 

 SHA-1 hash of the subject public 
key BIT STRING value (exclud-
ing tag, length, and number of 
unused bits). 

  

Key Usage     Mandatory Critical        
Digital signa-
ture 

       0   

 
Non-repudia-
tion 

  
    0   

 
Key encipher-
ment 

  
    0   

 
Data enci-
pherment 

  
   0   
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Certificate 
Compo-

nent 

Sub-compo-
nent 

RFC 
5280 

Section 
Refer-
ence 

Presence 
Critical-
ity Mark 

Format Value Comment 

 
Key agree-
ment 

  
    0   

 
Key certificate 
signature 

  
    1   

 
CRL signature 

  
    1    

Encipher only 
  

    0    
Decipher only 

  
    0   

Issuer al-
ternative 
name 

  4.2.1.7  Mandatory Non 
Critical 

Must include either 
rfc822Name or uniform-
ResourceIdentifier. 

Contact information for the is-
suer of the certificate. For that 
purpose, the issuer alternative 
name shall include at least one 
of: 
• rfc822Name 
• uniformResourceIdentifier. 

This contact information is intended to help es-
tablish trust in the certificate and the certified 
key by appropriate out of band mechanisms. 
Note that this information is only meant for con-
tact information and does not in itself imply any 
level of trust in the certificate.  

Basic con-
straints  

  4.2.1.9  Mandatory Critical       

  CA   Mandatory     TRUE   
  pathLenCon-

straint 
  Mandatory     0  

CRLDistri-
bution-
Points  

  4.2.1.13  Mandatory  Non-
critical 

    The ‘reasons’ and ‘cRL Issuer’ fields shall not be 
used.  

  distribution-
Point 

  Mandatory   URL=https://xxxxxxx.yyy 
or http://xxxxx.yyy 

 URI for CRL distribution point. The CRL distribution point must display the na-
tive URI and must not redirect to an alternative 
URI. HTTPS is acceptable; HTTP is recommended 

Signature 
algorithm 

  4.1.1.2  Mandatory    •1.2.840.10045.4.3.2 (ECDSA-
with SHA256); 
•1.2.840.10045.4.3.3 (ECDSA-
with SHA384); or 
•1.2.840.10045.4.3.4 (ECDSA 
with SHA512)  

 

Signature 
value 

  4.1.1.3  Mandatory      Value according to the signa-
ture algorithm. 

By creating this signature, the CA certifies the 
binding between the public key material and the 
subject of the certificate, i.e. the IACA. 
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APPENDIX E: PROVISIONING REASON CODES 

The table in this appendix provides the standardized set of provisioning reason codes. An Issuing Authority -

desiring to comply with the AAMVA mDL Implementation Guidelines and choosing to provide a -reason 

code(s) when informing an mDL solution provider of a decision to not issue an mDL in response to a provi-

sioning request must use a code from this appendix.  An Issuing Authority may elect to utilize all, or a subset 

of selected reason codes, contained in this table.   

Reason Code Description 

DOC TYPE INVALID  
The physical identity document sent in the proofing request is currently not supported for 

mDL by the Issuing Authority 

DOC FRONT AND BACK MISMATCH  
The front and back images of the physical identity document shared in the proofing request 

do not match 

DOC EXPIRED The physical identity document sent in the proofing request has expired 

SELFIE DOC PHOTO MISMATCH  
The selfie sent during proofing request does not match the photo of the holder on the front 

of the physical identity document 

ISSUING AUTHORITY SYSTEM ERROR The Issuing Authority system is unavailable 

SELFIE NO FACE DETECTED  There is no face detected in the selfie sent during the proofing request 

SELFIE HAS MULTIPLE PERSONS  The selfie sent during the proofing request has more than one person detected 

SELFIE NOT FACING FORWARD  The person in the selfie sent during the proofing request is not facing forward 

SELFIE EYES CLOSED  The person in the selfie sent during the proofing request has their eyes closed 

SELFIE COVERED BY OBJECT  
An object is covering the person, completely or in part, in the selfie sent during the proofing 

request 

SELFIE IMAGE QUALITY ERROR 

The selfie image sent in the proofing request is not of acceptable quality. (This code may be 

utilized as a generic error code when another specific error code does not apply or if an Issuing 

Authority elects not to institute the usage of more specific image error codes.) 

SELFIE FACE TOO CLOSE  The face in selfie image sent in the proofing request is too close to the camera 

SELFIE FACE TOO FAR   The face in selfie image sent in the proofing request is too far from the camera 

SELFIE CROPPED The selfie image sent in the proofing request is cropped and the complete face is not visible 

FRONT DOC IMAGE QUALITY ERROR  

The front of the physical identity document image sent in the proofing request is not of ac-

ceptable quality. (This code may be utilized as a generic error code when another specific error 

code does not apply or if an Issuing Authority elects not to institute the usage of more specific 

image error codes.) 
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FRONT DOC PORTRAIT NOT FOUND  
The portrait image of the holder could not be found in the front of the physical identity docu-

ment image sent in the proofing request 

FRONT DOC INCOMPLETE  
The front of the physical identity document image sent in the proofing request is incomplete 

or cropped 

FRONT DOC TOO FAR  
The front of the physical identity document image sent in the proofing request is too far 

from the camera 

FRONT DOC COVERED  
The physical identity document is covered partially (or fully) in the front physical identity 

document image sent in the proofing 

BACK DOC IMAGE QUALITY ERROR 

The back of the physical identity document image sent in the proofing request is of low qual-

ity. (This code may be utilized as a generic error code when another specific error code does 

not apply or if an Issuing Authority elects not to institute the usage of more specific image error 

codes.) 

BACK DOC INCOMPLETE  
The back of the physical identity document image sent in the proofing request is incomplete 

or cropped 

BACK DOC TOO FAR  
The back of the physical identity document image sent in the proofing request is too far from 

the camera 

BACK DOC COVERED  
The physical identity document is covered partially (or fully) in the back physical identity 

document image sent in the proofing 

UNSUPPORTED DEVICE The device type sent in the proofing request is not supported by the Issuing Authority 
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REVISION HISTORY 

 

Release Date Name Comments 

0.1 2019/03/06 AAMVA Initial release 

0.2 2019/04/25 AAMVA Added additional domestic data elements 

0.3 2021/09/13 AAMVA Updated to accommodate the final (FDIS) version of ISO/IEC 18013-
5.  Expanded to cover additional input from the mDL WG, a report 
(funded by the US Department of Homeland Security) on technical 
guidance for the implementation of mDLs under the REAL ID Act, the 
Future Identity Council, NIST, the Canadian Centre for Cyber Security, 
and topics raised by the ACLU. 

1.0 2021/11/10 AAMVA Updated to refer to the published version of ISO/IEC 18013-5.  Ap-
plied updates based on reviews by the Joint mDL WG, and by AAMVA 
Associate members that are also members of ISO/IEC 
JTC1/SC17/WG10. 

1.1 2022/07/29 AAMVA Added Appendix B. 

Added mdoc definition. 

Editorial updates, including for logical consistency within the docu-
ment. 

Update to cryptographic curves allowed for use by the VICAL pro-
vider. 

Added a requirement that an mDL holder must be able to opt out of 
any blanket sharing function. 

Specified the minimum content that an mDL holder must be able to 
keep in a transaction log. 

Added an exception to tracking in case required by law. 

1.2 2022/11/22 AAMVA Editorial updates throughout. 

Data element changes: 

• resident_address changed from Optional to Mandatory. 

• Previously deprecated elements removed from document. 

• Re-organized to separately identify fields only applicable to US 
Issuing Authorities, and fields applicable only to DHS programs. 

• DHS_compliance changed from Optional (for all Issuing Authori-
ties) to Mandatory (for US Issuing Authorities). 

• CDL_indicator and DHS_compliance_text fields added. 

Reader authentication now not allowed for any element in Table 5 of 
ISO/IEC 18013-5 (as qualified in this document). 

Example of domestic driving privileges structuring added. 

Error corrected in Example 2 as it appears in the addition to clause 
7.2.5 of ISO/IEC 18013-5.  Note 4 added to the addition to clause 7.2.5 
of ISO/IEC 18013-5. 

Clarification added to the Versioning discussion. and Figure 2 up-
dated. 

Clarified the use of device unlocking to protect access to mDL data. 

Renamed “audit log” to “activity log”. 

Added a requirement on the mDL app to provide an option to export 
the activity log. 
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Clarified requirement on non-visibility of synchronization between 
devices. 

Added a requirement to be able to delete a mDL when the device is of-
fline. 

Added a description of “functional data elements”. 

Clarified that provisioning follows the identification of the applicant’s 
record in the Issuing Authority data repository. 

Updated requirements for identifying an mDL holder before provi-
sioning for purposes of post-matched transactions.  Specifically, con-
firming “something the mDL holder is” (i.e. a biometric) is now al-
ways required. 

Clarified that NIST SP 800-63A, section 5.3.2, applies as a recommen-
dation in respect of “something the mDL holder knows”. 

Added Section 10.5. 

1.3   2023/09/03 AAMVA Editorial updates throughout. 

In the Terms and definitions, added “EDL” 

Added footnotes 1 and 2. 

Data element changes: 

• Updated the description of resident_address. 

• Made the issuing_jurisdiction a mandatory field. 

• Phasing out the use of race_ethnicity. 

• Clarified that the EDL indicator is applicable only to US Issuing 
Authorities. 

• Added domestic elements allowing given names to optionally be 
split into first and middle names. 

• Note 4 added to ISO/IEC 18013-5 Table 5. 

• Added a new version of the resident_county element, and depre-
cated the previous version, to support a new publication of the 
associated FIPS codes. 

• Added an element for CDL non-domiciled credentials. 

Added examples of how permits can be rendered. 

Clarified versioning concepts 

Allow mDL data to be shared via ISO/IEC 18013-7 interface, an over-
the-Internet protocol, as well as between apps. 

Added examples of simple points of information to convey to mDL 
holders. 

Updated the MVP DTS status description, and added a requirement 
for Issuing Authorities with multiple solutions. 

Added notes on remote provisioning by a provider. 

Added a section on provisioning reason codes. 

Added Appendices C, D and E. 

    

 


	1 Introduction
	2 mDL solution overview
	3 ISO/IEC 18013-5 qualifications
	3.1 Introduction
	3.2 AAMVA mDL data element set
	3.3 Portrait image
	3.4 Signature image
	3.5 mDL Cryptographic protocols
	3.6 IACA root certificate
	3.7 Versioning
	3.8 Issuing Authority specific data

	4 Privacy and security
	4.1 Introduction
	4.2 Data minimization and selective data release
	4.3 Protecting data
	4.4 Activity log
	4.5 Deleting mDL information from a device
	4.6 No tracking
	4.7 Limiting use of mDL data
	4.8 Fraud attempts
	4.9 mDL app access
	4.10 App feature disclosure
	4.11 Data visibility

	5 Trust model
	5.1 General concept
	5.2 Digital Trust Service
	5.3 Public key certificates

	6 mDL data refresh
	6.1 Introduction
	6.2 mDL refresh mechanisms
	6.2.1 Server retrieval method
	6.2.2 Device retrieval method

	6.3 Operational considerations

	7 Multiple credentials and shared devices
	7.1 mDL Device to mDL holder combinations
	7.2 Limitations on multiple credentials

	8 No “flash pass” use
	9 Revocation in case of out-of-state/province/territory action
	9.1 New state of record
	9.2 Out-of-state/province/territory conviction

	10 Provisioning
	10.1 Introduction
	10.2 Encryption
	10.3 Remote provisioning
	10.3.1 For purposes of post-matched transactions
	10.3.2 For purposes of pre-matched transactions
	10.3.3 For any purpose

	10.4 mDL record
	10.5 Customer accounts with vendors
	10.6 Provisioning reason codes

	11 Miscellaneous
	11.1 Terms and conditions disclosure
	11.2 Interim documents
	11.3 Data presentation
	11.4 mDL Acceptance
	11.5 mDL app procurement schemes

	Appendix A: mDL update/delete option comparison
	Appendix B: Mandatory requirement list; certification type
	Appendix C: mDL use “over-the-Internet”
	Appendix D: Certificate requirements to which compliance can be self-certified
	Requirements
	IACA root certificate formatting requirements

	Appendix E: Provisioning reason codes
	Revision History

